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Abstract

Numerous schemes have been proposed to facilitate datctofl and provision in sensor networks, among
which the Data-Centric Storage (DCS) scheme is an enefigyesft solution and a popular choice for many sensor
network applications. However, since each sensor nodesiD®S system knows the locations of all storage nodes,
the DCS system is extremely vulnerable to security attaskssanglecompromised sensor node will expose all the
storage locations to the adversary. To address this prohlenpropose @#andomized storage concealment scheme
along with a supplementastorage migration schemén the randomized storage concealment scheme, sensas node
cooperate to forward data towards the storage nodes wikemyging explicit storage locations; instead, each sensor
node only maintains the IDs of its randomly-picked next-hopes towards the storage nodes. This scheme increases
the difficulty significantly for the adversary to derive th®rage locations. Nevertheless, the protection provided
by this scheme degrades gradually as more and more senses agelcompromised. Hence, we further introduce
a storage migration schemt® supplement the randomized storage concealment schehnigh directs the storage
duties to migrate periodically among sensor nodes. Extergsialysis and simulations are conducted to show that the
proposed schemes can effectively protect the storagddogativacy with modestly added overhead.

1 Introduction

Due to the attractive capabilities of sensing harsh andla@stvironments, generating fine-grained sensing datagis

as collecting and provisioning data to remote users, seretoorks have been widely-adopted for many applicatiohs [1
such as wild-life monitoring, military target tracking, thafield surveillance, etc. These applications often neqthe
deployment of large-scale networks to vast areas, whichgeagrate a huge volume of sensing data. This, together with
the scarceness in resources and the hostility in operdow@onments, necessitates the design of efficient anagrsec
data collection and dissemination schemes for large-seaisor networks.

In recent years, numerous schemes for data collection asdmination [2—10] have been proposed for sensor net-
works. One simple approach is to let each sensor node tratetie to a centralized server for long-term archival sterag
and the server is responsible for servicing queries fromsudel]. This approach, however, may incur high network
cost for multi-hop data streaming especially when the ngkwgoale is large. Alternatively, sensing data may be stored
locally at the sensor nodes. To enable users to access thefddeir interests, either data sources (i.e., sensorsnode

that generate data) or users need to flood their metadateeneg(i3, 4]. Although optimization schemes exist to reduce



the cost, such approach could still be very expensive. Lbigigveen the aforementioned two types of approaches is
a strategy calleddata-Centric Storage (DCYp]. One typical implementation of DCS is based @rographic Hash
Table (GHT)[5], in which each data item is given a name [12] and a hashtifumas applied on the name to get a
location for storing the data. The DCS strategy enablesildised data storage within the network, while allowingegir
data query without message flooding. Therefore, it is mdieieft than the above two alternatives in many scenarios.
The DCS scheme has consequently become a popular choiceafgr sensor network applications, and various DCS
systems [6, 8, 10, 13] have been developed.

Along with the improvement in energy efficiency, the DCS t&tggt brings new security challenges that have not
received adequate attention in the past. Specifically, tB8 Bcheme requires every sensor node aware of the locations o
storage nodes for all data types. Once attackers have edwingle sensor node, it can obtain the data storagedosati
and may subsequently attack the data-centric storagasysteompromising storage nodes or blocking communications
between storage nodes and other sensor nodes. Therefenétat to prevent the locations of storage nodes from being
exposed to attackers, and to the best of our knowledge, tbidgm has rarely been addressed before.

In this paper, we proposerandomized storage concealment schedoeg with a supplementarstorage migration
schemeo protect storage location privacy in the presence of gensde compromises. In the randomized storage
concealment scheme, information relevant to storageitotats blurred in order to increase the difficulty for atteisk
to infer the locations, which is similar to some prior worlkd[15]. However, one salient difference between our scheme
and prior work is that, our scheme is designed for the coraéxtighly distributed and resource-constrained sensor
networks; to fit the context, our scheme is designed to beosgénized andightweightbased on a novel application
of randomization. Specifically, the proposed randomizedagie concealment scheme does not require sensor nodes to
keep the permanent mapping between data types and stocagjes. Instead, each node only keeps partially-perturbe
information about the storage nodes, i.e., IDs of next-hages on randomly-selected paths towards the storage nodes.
This way, sensing data can still be forwarded to the cormedipg storage nodes via cooperation among sensor nodes;
meanwhile, due to the randomness in selecting the next-bdes) it becomes much more difficult for attackers to derive
the storage locations from the routing information cagturecompromised sensor nodes. However, it can be expected
that the protection provided by this scheme degrades gitgdasamore and more sensor nodes are compromised; when
a significantly large number of sensor nodes have been coniged, attackers may still be able to infer the storage
locations. To address such limitation, we further intragastorage migration schente supplement the randomized
storage concealment scheme, which directs the storagesdatinigrate periodically among sensor nodes, and migiatio
bring forth updates to the partial information stored afvitiial sensor nodes. Analysis and simulation resultsfyeri

that the proposed schemes can enhance the storage locataey significantly with modestly added overhead.



The rest of the paper is organized as follows: Section 2 ptesbe system model. Section 3 describes, analyzes and
evaluates the storage concealment scheme. Section 4uo&®dhe storage migration scheme, and reports the analysis

and evaluation results. The paper concludes in Section 5.

2 System Model

2.1 Network Assumptions

The network assumptions are the same as those of the DC#sgteSpecifically, we consider a wireless sensor net-
work with a network controller and a large number of sensaleisadeployed to monitor a vast sensing field. These nodes
are aware of their own locations using GPS [16] or certairpeesive localization algorithms such as triangulatior].[1
Sensor nodes generate sensing data periodically, andetramsl store them at designateidrage nodesData items are
classified according to the application scenario, and damasi of the same type are stored at the corresponding storage
nodes such that data queries can be directed to the stordgs imstead of being flooded network-wide. The mapping
between data types and storage nodes can be implementeigpypBHT-based scheme [5], which uses a one-way hash
function H to map each data type to a specific location inside the netwetkH : D — L, with D being the set of data
types andL being the set of locations. According to the hash functiothiata item of typel € D should be stored at the
sensor node closest to the locatifi{d) € L. All the data types are pre-defined before sensor nodes pleyed. We

also assume that the clocks of all sensor nodes are loosathisynized [18], which is a prerequisite for many distréalit

sensing applications.
2.2 Security Assumptions

To achieve basic data confidentiality and authenticity, $siee that neighboring sensor nodes can set up pair-wise key
using existing key management schemes such as [19—-21].nedehand its trusted neighbors can establish and maintain
a cluster key to secure broadcast within the neighborho@yl [Zhe network controller is trustworthy and cannot be
compromised. Moreover, we also assume that each sensoistogstworthy before deployment, and it takes non-trivial
time to compromise a node; hence in practice, each senserisitistworthy within a short period after deployment. In
fact, we discuss an enhancement to our proposed schemetiarS&®8.1, which can remove this assumption if sensor

node deployment knowledge is available.
2.3 Attack model

This paper aims at protecting storage location privacy @DICS system, i.e., preventing attackers from obtaining the

storage locations. Generally, the attackers may obtaisttirage locations (1) from the relevant information staaed



compromised sensor nodes, or (2) from monitoring the nétivaffic to find out the traffic pattern (also known as traffic
analysis). Our proposed schemes focus on countering theyfie of attacks, which has been rarely studied in prior
work. In addition, our proposed schemes can also mitiga&edcond type of attacks, when they are deployed together

with previously proposed traffic analysis countermeassue$ as [23—-26].

3 Storage Concealment

In the GHT-based implementation of the DCS system, eaclos@agle keeps a hash functiédh. Therefore, after the
adversary compromises a single node, it can obtain theidosadf all storage nodes easily and then launch the attacks.
Concealing the storage location information on sensor s\aden attractive idea to thwart this type of attacks, witlolvh
each sensor node only keepslirect information about the storage locations. With storage ealment, the adversary
needs to compromise a larger number of sensor nodes in orderive the storage locations, while sensing data can still
be forwarded to the corresponding storage nodes via caipegmong sensor nodes.

In this section, we first briefly discuss two preliminary sige concealment schemes, and then describe and evaluate
the basic version of our proposed randomized storage clneetscheme in detail. After that, we further propose
several enhancements to the basic scheme to achieve a leghlesf security, more flexibility in node deployment, and

better reliability.

3.1 Preliminary Storage Concealment Schemes

3.1.1 Keeping Directions towards Storage Nodes

To conceal storage locations, a simple extension to the G&$&d implementation of DCS is to let each sensor node
keep the directions towards the storage nodes instead pirke& directly. Specifically, after a node is deployed and
has discovered its location, it keeps directions towaridstatage nodes computed frofh. In practice, for each storage
node, the direction associated with it can be representad asbitrary point on the line that starts from the sensoenod
itself and passes through the storage node. This approaaiever, cannot tolerate two or more node compromises. As
shown in Figure 1(a), after two nodes (A and C) are compratniges location of the storage node (R) can be derived

directly from the directions stored at them.
3.1.2 Keeping Next-hop Nodes on the Shortest Paths towardsofage Nodes

As a further extension to the GHT-based approach, eachrseode may instead keep the next-hop nodes on the shortest
paths towards the storage nodes. The idea is detailed aw$olivhen the sensor nodes are deployed in the sensing field,

they discover their neighbors; for each data type, evergmdudains the location of the corresponding storage noag usi
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Figure 2:An example next-hop routing table

Figure 1:Storage location inference

the hash functiorf{, and then chooses the neighbor that is closest to the storaigeas the next-hop forwarding node
for that data type.

Figure 2 shows an example of the next-hop routing table rai@ied at each sensor node. Each entry in the table is a
pair: (type, nexinop), wheretypeis the data type, andexthopis the ID of next-hop node to forward the data. For each
data type, there is only one entry in the table, and the taldenipty prior to node deployment.

The transformation from the hash function to the next-haging table provides a higher level of storage location
privacy than the aforementioned direction-based scheroeeMer, this approach becomes ineffective when two or more
pairs of neighboring nodes are compromised. As illustrateBigure 1(b), the adversary compromises two pairs of
neighboring nodes A, B and C, D, where B and D are the next-looes (towards the storage node R) chosen by A and
C, respectively. Note that, when the node density is higb,\iery likely that B is close to line AR and D is close to line

CR. Thus, the location of R may be approximated accuratelh&yntersection of AB and CD.
3.2 The Proposed Randomized Storage Concealment Scheme:si&aVersion

To thwart the location inference attacks illustrated inUf@1, we propose a randomized storage concealment scheme
that introduces randomness into the procedure of choosirighop nodes. In this section, we describe the basic versio
of randomized storage concealment scheme, which is rdféorasbasic schemén the rest of this paper, and follow

with its data deliverability analysis, communication dwead analysis, security analysis and performance evatuati
3.2.1 Basic Scheme

After initial deployment, each sensor node discovers iighi®rs and chooses next-hop nodes based on the hash functio
H, and then removeH immediately. However, different from the preliminary sofein Section 3.1.2, each sensor node
does not always choose the neighbor that is closest to thet tsiorage node as the next-hop node; instead, it selects th
next-hop node randomly from its neighbors as long as certgjnirement is satisfied. The idea is illustrated in Figure 3

where N is the sensor node, R is the target storage nbde,an angle bisected by line NR, and the dashed circle



Figure 3:Randomized storage concealment scheme with anonymotesang!

surrounding N represents the communication range. N ralydpitks a neighbor within angla as its next-hop node
for the storage node R\ is called theanonymous angland is an important parameter in the basic scheme. Obvjously
the larger the\ value, the more randomness is introduced into the schemenbilne other hand, if is larger than a
certain value, sensing data can not be guaranteed to reatirgiet storage node. In the following, we derive the upper
bound for\ to guarantee data delivery.
Without loss of generality, consider the sensor node M infg@, where M is picked by N as its next-hop forwarding

node towards the target storage node R.d;etls, andd denote the lengths of NM, MR, and NR, respectively, and let
the communication range e We have
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In other words, the valid range ofis [0, 2{], which is enforced in the basic scheme.
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For sensor nodes within the communication range of the tatgeage node, i.ed < r, we adopt a one-hopoint-
to-memessage mechanism. Concretely, the storage node squilstdo-memessage to its one-hop neighbors. After
receiving thepoint-to-memessage, the neighbor nodes set the storage node as itsopeit its routing table. This
mechanism can guarantee that any routing path will evdytlegld to the storage node if it can reach the sensor nodes
that are one-hop away from the storage node. We define tHe coeering these one-hop neighbors to the storage node
as thestorage circle

The basic scheme provides a simple but effective approachréecting storage location privacy. However, this
scheme may not work well under certain complicated scesauch as (1) when some sensor nodes are compromised
shortly after deployment, (2) when sensor nodes are nobgeglat the same time, and (3) when some sensor nodes
cannot find their next-hop nodes successfully due to coeevagls or node failures. To address these issues and make
the basic scheme to be more secure, flexible and reliable,ilveascribe several enhancements to the basic scheme in

Section 3.3.
3.2.2 Data Deliverability Analysis
We now study the data deliverability from any sensor nodenyostorage node when the basic scheme is used.

Lemma 1 In the basic randomized storage concealment scheme, ttamacksof a data message to the target storage
node decreases monotonically, and wheg 2r, whered is the distance between the forwarding sensor node and the
target storage node, amdis the communication range, the distance decrema&n) @t this forwarding hop is at least

d — /r"? + d? — r'd, wherer’ is the minimal one-hop distance.

Proof (sketch) From Figure 3 and the discussion in the previousose; we know that, as long asis selected from

[0, %’r], the distance of a data message to the target storage nagastes monotonically, and the distance decrement is

Ad=d—dy=d— /& +d —2didcos 6. )
Sinced > 2r and0 < ¢ < 3, we have
8(Ad) 8(Ad)
>0 and ——~ <0. 5
odq foler )

Consequently, sincé, > 7’ and¢ < 3, we have

Ad > d—/r"2+d?—2r'dcos

> d— \/7‘/2—1—612 —2r’dcos%

> d-— \/7“’2+d2 —27“’dcos%

= d—Vr?+d?—r'd.



Figurc(la 4. ?“ example data forwarding path when Figure 5:Location inference example with anonymous anygle
r < < 2r

Next, we prove the basic scheme guarantees the data deflivéry storage nodes.

Theorem 1 In the basic randomized storage concealment scheme, e@cindssage from any sensor node will eventu-

ally be forwarded to its target storage node.

Proof In the basic scheme, data messages are forwarded by sellgsr todheir next-hop nodes. From the discussion

in the previous section, we know that any sensor node’s Inegtrode has a smaller distance to the storage node than the
sensor node itself. Hence, the distance of a data messdagddajiet storage node decreases monotonically along being
forwarded. Eventually, the data message will reach thegtocircle. Since the storage node is the next hop of any node

within the storage circle, the data message will then bedoded to the storage node.
3.2.3 Communication Overhead Analysis

Based on the property of the basic scheme, we can derive per bpund of the hop count of the data forwarding path
from each sensor node to a storage location (denoted by Rjlaw$. Suppose that the distance between the sensor
node and R ig/, the communication range is and the minimum one-hop distanceris Let's consider the following

three cases:
() d < r:Inthis case, the sensor node is within the storage cir@deth® hop count is simply one.

(i) » < d < 2r: In this case, the sensor node is within a donut area aroundttinage node, which is shown as the
shaded region in Figure 4. LetNbe the average number of sensor nodes within such donut Acearding to
our concealment scheme, the distance of a data messagedithge node decreases monotonically along the
forwarding path. Therefore, the message will never be foe@ to outside the donut area, or pass the same sensor
node within the donut area twice. In other words, once a daissage reaches the donut area, it will pass through
the area in at most \hops. Once it reaches the storage circle, it will be forwdrdethe storage node directly, as

illustrated in Figure 4.



(i) d > 2r: Sincer > »/, we can denotd asd = kr’ with £ > 2 being a real number. From Lemma 1 and Figure 3,

we know that
Ad=d—dy>d—\/r?+d?—r'd, (6)

and the equality holds wheh= r’. Consequently, we have

Ad > d—r?2+d?2—rd
- r’(k—\/k2—l<:+1)
(2_\/5)7«/. 7

WV

The equality in (7) holds wheh = 2, becausék—+/k? — k + 1) is a monotonically-increasing function bfvhen

k > 2. Combining the maximum hop counts derived for Cases (i) anpduve can obtain the upper bound of hop

R ; d—r d 1 _ d
count in this case as (2_\/3)7«') +Ny+1<O0 ((2_\/§)T, - 2_\/3) +Ng+1=0(3.7325 — 3.732) + Na + 1.

Upper bounds correspond to the worse-case scenarios. dticgrathe basic scheme yields comparable perfor-

mance with that of greedy GPSR schemes, which will be demaiesitin Section 3.2.5.

3.2.4 Security Analysis

In this section, we analyze the effectiveness of the basierse in protecting the storage location privacy in the prese

of compromised sensor nodes. In the scheme, when a singlerserde is compromised, the adversary can only get the
IDs of its next-hop nodes. Such information alone is usdleasfer the storage location if the adversary does not know
the physical locations of the next-hop nodes. In other wdidsadversary can only make use of the information stored
at a pair of compromised sensor nodes if they are neighbong @he routes towards the storage nodes.

Without introducing the randomness into selecting the hegis at each sensor node, the information stored at neigh-
boring nodes are highly correlated. Two such pairs will beugi to produce a fairly accurate estimate of the storage lo-
cation, as discussed in Section 3.1 and illustrated in Eig(v), particularly when the sensor nodes are denselyogepl
in the sensing field.

In comparison, our scheme introduces the anonymous anglaich enlarges an inference line to b& asector for
each pair of compromised neighboring nodes. As shown inrEig§uA, A and B, B’ are two pairs of compromised
neighbors. Even with the direction information about AAdaBB’ as well as the knowledge of the anonymous angle
)\, the adversary can only infer that the storage node R mustithenthe polygon are®’ 5,535, which is called the
anonymous areal he anonymous area may not necessarily be enclosed. Toesstsor nodes within the anonymous

area is called thanonymity setand the number of sensor nodes in the set is calledribaymity set size

9



The anonymity set size varies with the node density, theymons area, the number of compromised neighboring
node pairs, and the anonymous angle of the adopted cona#astizeme. It is an important performance metric to
quantify the effectiveness of our scheme, since the adwehses to compromise all the sensor nodes in the anonymity set
in order to reveal the storage location. The anonymity et dpresents thabsolute costor the adversary to launch a
successful attack and, in general, a larger anonymity zetisiplies a better security performance (i.e., a highemapyi
level). Another interesting metric is tr@nonymity ratig which is defined as the ratio of the anonymity set size to the
total number of sensor nodes in the network. It reflectge¢hative costfor the adversary to launch a successful attack

given a specific network size.
3.2.5 Performance Evaluation

We evaluate the security performance, i.e., the achiewas tf storage location privacy, of the basic scheme using a
custom simulator. In the simulation setup, we randomly aeB00, 900 and 2700 sensor nodes into a (600 600 m)
square sensing field, and the average communication rasgétis 40 m. We randomly pick a node as the storage node
and let other sensor nodes construct their next-hop rotiéiblgs towards this storage node using our scheme. Then,
we randomly compromise a set of neighboring node pairs alomgoute towards the same storage node. The direction
of each node pair is treated as the angular bisector to dawsgctor as shown in Figure 5. The intersection of these
2\ sectors is the anonymous area, and the total number of seades in this area is the anonymity set size. The
anonymity ratio is computed by dividing the anonymity seeswith the total number of sensor nodes in the field. We
study the impact of the number of compromised pairs on thayanity set size and the anonymity set ratio with various

anonymous angles € {Zr 5t 7 7 7 71 Simulation results are plotted in Figure 6, and each paoirtthé figure is
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Figure 6:The basic randomized storage concealment scheme is effétprotecting the storage location privacy.
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averaged over 500 simulation runs. Hence, results can eglias statistical means.

We have the following observation from the figure. Since thengmous angle corresponds to the degree of random-
ness introduced into the data forwarding path towards thragé node, with a larger anonymous angle, the anonymity
set size is improved and consequently the security perfecmaThe performance gain is more significant when the
number of compromised pairs is large. For example, when %’r our scheme shows excellent security performance:
even when 20 pairs of neighboring nodes have been comprdnmgtke sensor networks of 300, 900, and 2700 sensor
nodes, the average anonymity set sizes are 74, 209, ande8p@ctively, with the anonymity ratio gf24%.

We also compare the average hop count between a sensor mbdestorage node with various anonymous angles,
and the results are listed in Table 1. The normalized avdrageounts are also shown in the table, which are calculated
by normalizing over the average hop counts of the greedy Gie8thg scheme [27]. In general, the length of the
data forwarding path with our scheme is comparable with dfidhe greedy GPSR routing scheme, regardless of the
anonymous angle. In particular, whan= 2{ , the resulting data forwarding path is only stretched b 1ithes even
in a dense network with a very high average node degree oftd9, Gombined with the earlier observation)of= %’r‘s

excellent security performance, suggests that %” is a good choice for our concealment scheme.

Table 1:Comparison of AHC (Average Hop Count) and NHAC (Normalized@) with different anonymous angle

| A [ T I T A

300 sensors AHC 186 | 185 | 185 | 185 | 185 | 184
(avg node degree: 4)] NAHC || 1.01 | 1.01 | 1.01 | 1.01 | 1.00 | 1.00
900 sensors AHC 10.8 | 10.2 | 9.95| 9.41 | 9.21 | 8.99
(avg node degree: 12) NAHC || 1.31 | 1.24 | 1.21 | 1.14 | 1.12 | 1.09
2700 sensors AHC 106 | 9.94 | 9.66 | 9.02 | 8.79 | 8.57
(avg node degree: 38) NAHC || 1.53 | 143 | 1.39 ] 1.30 | 1.27 | 1.23

3.3 Enhancements to the Basic Scheme

3.3.1 Enhancement to Achieve a Higher Level of Security

In this section, we describe an enhancement to the basiensch&hich does not require that each sensor node is
preloaded with hash tablE before deployment. Instead, this enhancement takes tlantdye of deployment knowl-
edge and preloads each sensor node with perturbed infemaftistorage locations. Specifically, it assumes that senso

nodes are deployed in groups: [28-30]

e The sensing field is divided inta grids, denoted aSrid 1, - - -, Grid m.

e Sensor nodes to be deployed are also dividedrnmngroups, denoted asroup ], - - -, Group m

e Sensor nodes belonging @roup i(i = 1, - -, m) are to be deployed intGrid i.

11



Grid i

Figure 7: lllustration of the Enhanced Scheme

Let R; denote the location of storage node for typAided by Figure 7, we detail the process for preloadingyrbed
information of i; to nodes in an arbitrargrid i, as follows: Leta < § be a parameter. For arrid i that does not
cover R, an arbitrary point is picked such that, for any sensor nddeleployed inGrid i, ZR;NI < «. Then, the
location of pointl is preloaded to all nodes iBrid i as the perturbed information @t;. After nodeN is deployed,
it follows the same scheme presented in Section 3.2.1 t@wksdts neighbors and randomly picks its next-hop node
towards node such thatZI N M < «. Then, the location information dfis removed immediately. SincéR;, NI < «,
we have/ Ry NM < /RNI + ZINM < 2a. Further sincex < %, as shown in Figure 7, we have< 4a < %’T;
hence, message sent by nddean reachR; according to the message deliverability analysis in Seci@.1. For the
grid that coversk,, the location information ofR?; is preloaded to all the nodes that are to be deployed in tlde gfter
deployment, the node closest & becomes the storage node, while other nodes pick their mgxhbdes toward®;
using the same scheme presented in Section 3.2.1, and reipiwamediately.

Compared with the basic scheme, the enhancement doesyonréle assumption that each sensor node will not be
compromised shortly after deployment, and hence is mongrsecFor example, suppose that nddés compromised
before it removes the location informationlofThen, based on the captured location informatioh tiie adversary can
only derive the storage locatiaR; is within a sector that is bisected by lidé/ and has an angle @i, which is much
less severe than the case when the preloaded hash tablegsoooised and consequently the storage location is exposed.
In practice, the basic scheme should work fine, as the peequined for a sensor node to keep the preloaded information

is very short, and therefore the probability of the prelahitidormation to be compromised is very small.
3.3.2 Enhancement to Allow More Flexible Node Deployment

In this section, we propose another enhancement that allmrsmental deployment of sensor nodes.

12



The basic scheme assumes that all sensor nodes are depldifedsame time. However, in practice, sensor nodes
may be deployed in multiple stages in order to extend thdrife or improve the sensing accuracy of the network.
Specifically, after a certain number of sensor nodes have tbejgloyed, new sensor nodes can be added later whenever
some sensing or communication voids are detected in theonletWio support such multi-stage incremental deployment,

the based scheme should be enhanced. The enhanced schiewhesitice following steps:

(1) Information preloading before deploymeiftor each sensor node to be deployed in the very first stagepbdyt
ment, it is preloaded with the public key of the network colir (denoted a#(") along with the perturbed infor-
mation of storage node locations. For each sensor node thhewleployed in a later stage, in additionAg™ and
perturbed information of storage node locations, it is @egoaded with(u, 'S, K., K/, {ID, TS, K } .- ),
whereu is the ID of the sensor nod#,S is the time stamp representing the time when the node is yiegldé
and K, are the public and private keys for this nod€; is the private key of the network controller, afd/ } 5

represents the result of encrypting with key K.

(2) Operations after deployment-or the sensor nodes deployed in the very first stage of geywnt, the basic
scheme is executed to construct the routing table. For eaw$os node that will be deployed in a later stage,
itimmediately broadcasts a requést 7'S, K., {ID, TS, KJ}K;> to its neighbors. Upon receiving the request,
each neighbor first verify the validity of the message usisgpreloadedk’” and also check if the difference
between its current clock arilS is within an acceptable interval (i.e., it is a reasonablieydér a node to be
deployed and to broadcast a message). If the message gessesification, the neighbor sends back its location
information which is encrypted with;". Having received the replies from its neighbors and deeqjptem, the
newly deployed sensor node can figure out its own locationgu&iPS or some localization techniques such as
triangulation, and then proceed to construct its routifdetaccording to the basic scheme. Note that, each sensor

node should remove the preloaded private k€y after it has decrypted the replies from its neighbors.

This enhancement allows sensor nodes deployed in latesstagonstruct their routing tables. Moreover, the locetio

of neighbors will not be exposed since the information isgoted. As reported by Wang et al. [31], when ECC (Elliptic
Curve Cryptography) is used, each public key operation @ndmpleted in no more than 3 seconds. The one-hop
transmission of short messages between the newly deplaygel and its neighbors can also be completed in a few

seconds. It is difficult for the adversary to compromise telg deployed sensor node in such a short time.
3.3.3 Enhancement to Provide More Reliable Information DeVery

We now study how to construct and maintain routing tableéngresence of sensing void or node failures.
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Dealing with Sensing Voids Sensing void can simply be dealt with by employing tlght-hand rulein GPSR [27],
which is illustrated in Fig. 8. Node A, having no neighborhitt angle), looks for neighbors in the counter-clockwise
order starting from AR. According to this order, A first finds &d sets B as its next-hop node. Similarly, B picks C
as its next hop, and C picks D as its next hop. After the abowegulure, any data message originated from or passing

through A can be detoured via B, C, and D to eventually reagelsthrage node (R).
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Figure 8: Constructing routing table and forwarding dat@sages in the presence of sensing void

Keeping Multiple Next-hop Nodes After sensor nodes have constructed their routing tabtesesiodes may fail and
thus invalidate some links recorded in the tables. To ttdetfaese failures, each sensor node can pick and keep more
than one next-hop node in itexthopfield so that, data messages can be forwarded as long as drigoperode is still
alive. In the example shown in Fig. 9, node F has two neighBoesid H recorded in itaexthopfield, and G records

two next-hop nodes | and J. Note that all the next-hop nodewdhin angle) to guarantee data deliverability.

K

Figure 9: Tolerating failures of next-hop nodes

Backtracking Even with multiple next-hop nodes, all these nodes couldipbsfail. To cope with this situation, each
sensor node maintainspgevioushopfield along with thenexthopfield. Theprevioushopfield keeps the previous-hop
nodes which set this node as their next-hop node. In the saamapte shown in Fig. 9, | and J records G in their
previoushopfields, and G sets F as its previous-hop node. With multipldesan thenexthop and theprevioushop

fields, the routing procedure is changed to as follows: Ndgneach sensor node (e.g., node G in Fig. 9) randomly
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picks one node (e.g., node I) from exthopfield to forward its data messages. If all nodes inrtlethopfield fail

or areflagged(to be explained later in this paragraph), G resorts to tfdesdn itsprevioushop field to forward the
message. Specifically, G forwards its data message to org pifevious-hop node (e.g., F), which then forwards the
message to its another next-hop node H. Further, G must it ptevious-hop nodes be aware of the failures of all of
its next-hop nodes. For this purpose, G broadcafitjarequesimessage to all its previous-hop nodes. On receiving the
request message, each previous-hop tileds G so that G will not be used to forward data messages in thesfuliall

the nodes in node Gjgsrevioushopfield fail, node G will request any of its alive neighbor tovi@rd the message for it.
Note that this will not cause deadlock since all previoup-hodes of G have failed and hence the message will not be

forwarded back to G.

Impact of The Failure Recovery Enhancements Keeping multiple next-hop nodes may weaken the protectifet-e
tiveness of the storage concealment scheme. To study tlaetmet us consider the scenario when 900 sensor nodes are
deployed into a (600 m600 m) square sensing field, akd= %’T Every sensor node has 4 neighbors on average covered
by its anonymous angle. Assume that every sensor node keepssatwo next-hop nodes for each storage node. In
particular, let us consider node G in Fig. 9. Among the 4 naigh covered by its anonymous angle, we can find out at
least 2 nodes (say, | and J) such thdiGJ < 2%/3 = %’T If node G keeps both nodes | and J as its next-hop nodes,
the effective anonymous angbecomes\’ = (2\ — ZIGJ)/2 > %’T; I.e., if an attacker has compromised node G, | and
J, the attacker can conclude that the storage node R mustlhe @mea bounded by KG, GL and the network boundary,
where/KGL = 2). According to Fig. 6 (b), when 20 pairs of neighbors have bemmpromised, the anonymous
ratio is >18%, about 25% lower than the anonymous ratio when keepilygooie next-hop node. In fact, as the network
density increases, the reduction of anonymous ratio bes@ven smaller.

The proposed backtracking mechanism may increase hopscotngin some sensor nodes fail. Simulations have been
conducted to study this impact, and the results are showabieT2. As we can see, the increase in hop counts (due to
sensor node failures) is generally not significant when #ilere ratio is not high. When the failure ratio gets higher,
new sensor nodes may be deployed. Our scheme allows the nsor s®des to participate in protecting storage location

privacy; hence, the effectiveness and efficiency of thersehean be restored.

Table 2: Comparison of the average hop count with differaiftife ratio of sensor nodes & %”)

| Failure ratio of sensor nodes | 0% | 1% [ 5% | 10% |
300 sensors (avg node degree: 4)18.58 | 19.17 | 19.41| 19.69
900 sensors (avg node degree: 12)10.82 | 12.28| 13.15| 14.33
2700 sensors (avg node degree: 3&80.63| 10.68| 12.05| 13.79
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3.4 Discussion on Other Security Attacks

We discuss some other attacks that can be launched by oat&gdkers (i.e., attackers have not compromised any sensor
nodes and thus do not know any secret keys used in the netadkinside attackers (i.e., compromised sensor nodes
that have not been identified yet).

Outside attackers may attack our scheme by analyzing tiafficder to locate storage nodes. To defend against
traffic analysis, countermeasures [25, 26] proposed fermainitoring attacks and time correction attacks can beeppl
together with our scheme. For example, transmitted messagebe encrypted with the pairwise key shared by the pairs
of previous-hop node and next-hop node; messages shoulterforwarded immediately by intermediate forwarding
nodes but after some random delay; fake messages are geheiigt some probability to balance the traffic density
among different areas. This type of attacks can also be atihto a certain degree by our proposed storage migration
scheme to be described in next section.

Inside attackers may also attack the randomized storagarecho locate a storage node with more complicated
approaches other than analyzing their routing tables. kamele, two non-neighboring inside attackers A and B may
collude as follows: If a message sent by A can be received [atds, lor vice versa, they can find out that they are on
the same path towards some storage node; note that, thenatfon that A and B are on the same path can be used for
deriving the storage location, which is similar to the scenavhere A and B are a pair of previous-hop and next-hop
nodes. To thwart this type of attacks, when a message isgtlayan intermediate node, it may encrypt the message with
its key uniquely shared with the storage node (or the networikroller). Such encryption prevents B from identifying

the message sent by A.

4 Storage Migration

The storage concealment scheme significantly increasedifftoeilty for the adversary to derive the storage locations
However, if a large number of sensor nodes have been comgedithe adversary will still be able to infer the storage
locations based on the partial information kept at compsehisensor nodes. In addition, if some types of data are
generated with high rate and transmitted to storage nodgaéntly, using a fixed set of storage nodes makes it easy for
the adversary to figure out the storage locations via tradfee monitoring. Moreover, the storage nodes themselvdd cou
possibly be compromised or fail for some reasons, even ththgjr locations are not exposed. To address these issues,
we introduce a storage migration scheme that is supplefrteritze storage concealment scheme. The storage migration
scheme forces storage duties to migrate periodically. lAstrated in Figure 10, with storage migration, the anortymi

set inferred from previously-compromised sensor nodesrne®bsolete after the migration, hence further protedtiag
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storage locations; frequent migration also minimizes thiemtial damage caused by traffic analysis attacks andggtora

node compromises.

The storage migration scheme consists of two phasé@gation planningandmigration execution
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Figure 10: Storage migration: R is the original storage node Figure 11:An example migration execution
and R’ is the new storage node after migration.

4.1 Migration Planning

The migration planning phase is performed before senscesark deployed. Aided by Figure 12, we now explain how
to plan the migration of the storage duty for an arbitraryadsipet (note that the migration of storage duties for other
data types can be planned in the similar way). Suppose thmalistorage node for this data type is ndgigin Grid 5.
The next storage node is randomly picked from the nodes thiae tdeployed irGrid 9, denoted ag?;. Following the

similar procedure, the third storage node is determinell,as Grid 11, and so on and so forth.
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Figure 12: Migration Planning

After the storage nodes have been chosen, secret infoormstiiould be preloaded such that they can authenticate
themselves and meanwhile prevent malicious nodes fromrsopating storage nodes. Specifically, the network con-
troller first generates a key chalty, K1, - - -, K,, such thatky = h(K;) = h*(Ks) =--- = h"(K,,). For data type, the

n-th storage node?,, is preloaded with an arbitrary numbeéy ,,, which is used as a certificate of its storage duty; the
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i-th (1 <4 < n — 1) storage node is preloaded with certificatg; =h(Cy ;11 |K;+1). Key Ko andCy o = h(Cy1|K;) are
preloaded to each node. Figure 13 shows the relations arherabbve keys and certificates.

In our storage migration scheme, the storage nodes assignedriod: (1 < i < n) start taking over the storage
duties during time windowT7;, T; + AT]; i.e., each of these storage nodes should start taking beestorage duty
at an arbitrary time point betweéhi andT; + AT. Note that allowing different storage nodes to start thekebver
processes at different time points can scatter the traftisex by the takeover processes, which lowers the effeetbgen
of traffic analysis attack launched by the adversary. Weadsame thaf 7" is long enough such that all storage takeover
processes for periodcan complete by time poirff; + 2AT. The time window for the first period of storage migration
should be determined before network deployment, whileithe tvindows for the following periods of migration can be
determined online. Aftef; is determinedy; = h(73|K;) andAT are preloaded to every sensor node. The usage of the

preloaded information will be explained later when desnglihe migration execution process.
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Figure 13: Relations among keys and storage certificates

4.2 Migration Execution

Once the network is deployed, the sensor node closest targhetfirage locatioit (¢) of data typet becomes the first
storage node for the data type. After all the storage nodesleen established, the network controller broaddastg?
anddy = h(K,|T») (here,T; represents the starting time for tiwh period of migration, and; is used for authenticating
T;). Upon receiving the message, each sensor node can vegifiuthenticity of; and7; by checking ifh (K1) = K
andh(K;|Ty) = 01 (recall thatK, andé; have been preloaded to every node before deployment). henstored for
later use.

The pre-assigned second storage node for datattype, R, starts taking over the storage duty at an arbitrary time

point during[77, 77 + AT]. The takeover process is started by broadcastitak@vermessage to its neighbors. The
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message contains ony; ;, hence every receiver can verify the authenticity of thesags by checking i&(C; 1| K1) =

C0; also, the message cannot be marked or changed. In addit®receiving time of the message should be no later
thanT; + 2AT. Upon receiving the first takeover message for a certaintgpta each node holds for a predefined time
periodT and collects all the takeover messages received duringdhisd. If its current next-hop nodes are the senders
of some of these messages, the node keeps its next-hop nuetenged and drops the message. Otherwise, the node
randomly picks the senders of some of these messages aw iterehop nodes, and rebroadcasts the takeover message.
After time point7; + 2AT, the network controller will releas&s, T, andds = h(K3|T3). Then, the above processes
will be repeated for the following periods of storage mignas.

Figure 11 shows a simple example of the migration executtbis the new storage node for a certain data type and
it starts broadcasting the takeover message. Nodes A, BCaadeive the message, and after waiting for a time period
of 7, all of them choose R as their next-hop neighbor since R ity node sending the takeover message. Next, A,
B, and C rebroadcast the takeover message. Suppose thdtimedeives all three takeover messages from A, B, and C
within the time period of-. Therefore, it may choose any one of the three nodes as itdogxneighbor, in this example,
node C.

The migration execution protocol guarantees that, for amssr node, its distance to the storage node is greater
than the distance between its next-hop node and the stomlge n particular, considering the example in Figure 11
and letting di y- denote the distance between nodes X and Y, we have etdy z. By derivations similar to (3) in
Section 3.2.1/CNR < 3 Furthermore, due to the randomness in selecting the mgxtabde,ZC N R can be any
value betweeld and $. Therefore, the anonymous angle of each sensor node re@ains

The migration execution protocol allows the network colidrao dynamically determine the starting time of migra-
tions. Specifically, the starting time for tti¢h period of migration can be decided shortly before(the 1)-st period of
migration starts. Moreover, as to be discussed in Sectibntide protocol can thwart various types of attacks launched

by inside or outside attackers.

4.3 Performance Evaluation

4.3.1 Simulation Results on Security Performance

Similar to in Section 3.2.5, we evaluate the security penonce of our storage migration scheme using the custom
simulator. In the simulation setup, we randomly deploy 99@ssr nodes into a (600 m 600 m) square sensing field,
and the average communication range is set to 40 m.

First, we vary the number of compromised neighboring pang eompare the average anonymity set size for the

following schemes: the storage concealment and migratbarses with migration distance of 200 m, 100 m, and 20 m,
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respectively, and the storage concealment scheme (aldheuwimigration). The interval between two consecutive
migrations is set to the average time period during whichiBpa neighboring nodes may be compromised. Simula-
tion results are plotted in Figure 14. As shown in the figufereB pairs of neighboring nodes are compromised, the
anonymity set size drops drastically from 900 to 113. Withmigration, the security performance drops continuously,
and after 40 neighboring pairs are compromised, the andpygat size is only about 5, which is considered extremely
vulnerable to security attacks. In comparison, with steraggration, the system becomes more resilient to security
attacks, which is evidenced by the much larger average amonget sizes when 40 pairs of neighboring nodes are
compromised: 46.9, 40.3, and 33 for migration distance0fr@, 100 m, and 20 m, respectively. Moreover, the effec-
tiveness of the storage migration scheme becomes morésignias the migration distance get larger. This is intaljiv
true since, with a larger migration distance, it is morellikihat the previously-compromised neighboring pairs won’
contribute in deriving the new anonymous area.

Second, we fix the migration distance to 200 m in our storaggration scheme, and compare the security per-
formance with different migration intervals. Simulatioesults are plotted in Figure 15. In general, higher migratio
frequency helps in improving the security performance.

In summary, we can see that, in order to achieve better se@erformance, the ideal strategy is to migration to
far-away storage nodes, and migrate often. On the other, Higegient migration to far-away locations incurs higher

migration cost, which we investigate in the TOSSIM simulato
4.3.2 Simulation Results with TOSSIM

We use the TOSSIM simulator to study the relation betweemilggation distance and the migration cost. This is

because TOSSIM simulates closely the actual TinyOS [32}oit stack and the operation of Mote sensor nodes [33]
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and, hence, may produce more meaningful results than otorousmulator. As shown in Figure 16, more sensor nodes
are affected and hence more messages are broadcasted whaigthtion distance increases. So, it is interesting to
strike the balance between the security performance anchigp@tion cost for the storage migration scheme, which is
one of the topics we plan to investigate in the future.

We also use TOSSIM to study the effect of storage migratiotherhop count of the resulting data forwarding path.
Due to the limitation of TOSSIM, we simulate a sensor netwafrR00 sensor nodes randomly deployed in a (60& m
600 m) square sensing field. Each sensor node is assignedueeubi from 0 to 899. In our simulation, we assume that
there is only one data type in the network, and randomly @ggeex storage migration plan with node 0 as the original
storage node. The locations of node 0 and 10 storage nodisldéoving periods are shown in Figure 18. Moreover, we
set the waiting time period to be 2 seconds in the simulation.

The average hop counts of the resulting data forwardingspatithe cases with and without storage migration are
compared in Figure 17. Consider the storage node 3 for exantijjure 17 reads that, the average hop count for our
storage migration scheme is 9.6 while the average hop ca@luné when node 3 serves as the original storage node is
6.5. In other words, with our storage migration schemer éftee migrations 6-1, 1—2, and 2-3 have been executed,
the average hop count of the resulting data forwarding patlsgetched by about 1.5 times. In fact, as shown in the

figure, storage migration has little effect on stretching diata forwarding paths, which is a nice desirable side teffiec

our scheme.
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4.4 Discussion on Other Security Attacks

Outside and inside attackers can both attack our storageatioig scheme in the following ways: (1) analyzing the
traffic of takeover messages in order to locate storage nggesnpersonating storage nodes to attract and then drop

data messages.
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Figure 18:A migration trace

Attacks by outside attackers To defend against outside attackers from analyzing th&éidraf takeover messages,
in our scheme takeover messages are encrypted with clusgerldefore they are broadcast. Therefore, it is hard for
the attackers to distinguish takeover messages from otlessages. In addition, the mechanisms proposed in prior
work [25,26] for countering rate monitoring attacks anddicorrection attacks can be deployed to enhance the pmiecti
against traffic analysis attacks. Our scheme preventsdeusgiackers from impersonating a new storage node singe the

do not know the certificates for storage duties, and henceotdarge takeover messages.

Traffic analysis attacks by inside attackers If an inside attacker receives a takeover message, it krtoevi of the
message sender. However, it cannot get to know the locatittre sender unless the sender has also been compromised.
Therefore, it cannot get additional information to derilie storage node location. If two inside attackers are neighb
and one attacker picks another one as its next-hop nodegdilvénpropagation of takeover messages, they can collude
to figure out some information about the new storage nodditwcéas shown in Figure 5). This is the same as a pair of
previous-hop and next-hop nodes are compromised, whichdes evaluated in Section 4.3. If two inside attackers are
not neighbors, their collusion cannot mark any messageftiveyard to determine if they are on the same path towards

some storage node. Therefore, they cannot derive any iafamabout storage locations.

Impersonation attacks by inside attackers If an inside attacker was not assigned any storage dutynitatamper-
sonate a storage node since it has no any certificate for aragst duty. If an inside attacker was assigned the storage
duty for a certain data type during a certain period, it canm@ersonate a storage node for other data type or for other
period. The reasons are explained as follows: (1) The aatis for different data types are totally different fronstea

other. Therefore, an attacker with a certificate for one tigia cannot forge any certificate for any other data type. (2)
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For an arbitrary data typg the certificate for period (i.e., C; ;) can only be derived from certificates for later periods
through one-way hashing operations. Specifically; = h(Cyit+1|Kit1) = h(h(Ct it2|Kit2)|Kit1) = - - -. Due to the
one-way property of the derivation, an inside attacker ingl@ certificate for an earlier period cannot figure out amy ce
tificate for a later period; that is, the attacker cannot impeate a storage node for a later period. (3) Suppose a@®insi
attacker was pre-assigned as a storage node for date tgpsome period. The attacker cannot derive the certificate
for periodi — 1 beforeK; is released because, the certificate for petied is derived ag’; ;1 = h(Cy;|K;). Also note
that K; is released only after the takeover processes for périod have completed, the attacker cannot impersonate a
storage node of period— 1 even after it has derived; ;_;. To generalize, an inside attacker holding a certificateafor

later period cannot impersonate a storage node for an repelied.

Other attacks by inside attackers After an inside attacker receives some takeover messag®yitnot cooperate

in re-broadcasting the message. Specifically, the attankerdrop the message or fabricate the message. Both cases
can be tolerated: unless the new storage node is blockednmaaication, its takeover message can be propagated
by innocent nodes. An inside attacker may choose to coapéargiropagating takeover messages but later drop data
messages forwarded to them. This attack can be tolerateliolyrey each node to pick more than one next-hop nodes,
and alternatively use these next-hop nodes or let multipi¢-hop nodes forward redundant data messages.

A special inside attacker is a pre-assigned storage nodehvidicompromised before or after taking the role of
storage node. During the period such a compromised nodecfentive storage node, all data messages sent to it could
be lost, though some data confidentiality protection sclsefd4] exist to prevent the adversary from interpreting the
data. However, our scheme can mitigate the above damagediygstorage duties to be migrated periodically to limit

the period under attacks.

5 Conclusions and Future Work

In this paper, we proposed a randomized storage concealmdrd storage migration scheme to protect the privacy of
data storage locations in Data-Centric Storage (DCS) systd he storage concealment scheme prevents sensor nodes
from explicitly keeping the storage node locations; indtesach node only maintains the IDs of its next-hop forwaydin
nodes on the paths towards the storage nodes. To achiewer keghl of location privacy, the storage migration scheme
enforces storage duties to be migrated periodically amenga® nodes to thwart accumulative attacks. Extensive anal
ysis and simulations were conducted to verify that the pgedascheme can effectively protect the data storage privacy
with modest added overhead.

Although DCS has become a popular strategy for data managemsensor networks, to the best of our knowledge,
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there has been very few research on the related securitgsissthis paper has investigated the important problem of
protecting storage location privacy, and proposed a sdgbfwWeight solutions. In our future work, we will take into
considerations other security attacks, and further erehaoc storage concealment and migration schemes. Parlycula
in the near future, we will investigate how to balance thaisgcperformance and the migration cost; we will also study

how to prevent inside attackers from disrupting the storaggation via wormhole attacks [35].
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