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Abstract

In recent times, sensor security and reliability has be-
come an important concern due to the growing applica-
bility of sensor-based networking infrastructures. In this
paper, we present here a novel multi-layer framework
to protect confidentiality and integrity of data stored on
sensors. The framework allows automatic and fast de-
velopment of security extensions to the sensor operating
system.

1. Introduction

Sensor networks consisting of several thousands of
computing devices, called sensors, are being widely
used in situations where using traditional networking in-
frastructures is practically infeasible. These applications
include those which are based in remote physical loca-
tions or in hostile enemy territories. Their adoption in
such applications is primarily due to the characteristics
of the sensor – low cost, small sized, portable, battery
operated devices that communicate through a wireless
network using radio signals. While on the plus side these
properties allow such networks to be deployed easily
without much physical supervision, on the minus side,
they restrict the computational power of the sensors. In
fact, sensors run bare-bones software with very small
foot-prints. As a consequence, such networks face sev-
eral challenges which are unique to them. One such
challenge is in securing them – a key problem since sev-
eral sensor network applications such as military envi-
ronments rely on transmitting classified data.
Most of the current state of the art in sensor network
security research is focused on developing protocols for
secure routing [14, 20, 23, 24] and transmission of data
in an encrypted format on the network [12, 24]. How-
ever, in addition to securing data in transit on networks,
security of the operating system that runs on a sensor
is also critical. This is because, sensors may store se-
curity critical data such as, shared secret keys to send

and receive packets confidentially across the sensor net-
work. Compromise of a sensor OS will lead to loss of
such data, possibly compromising other sensors as well.
Figure 4 illustrates some of these threats for the popular
TinyOS [17] sensor operating system. However, in-spite
of the threats, not much work has been done in securing
sensor OSes. Recent research [25] ensures security of
data on a sensor by using a probabilistic model in which
a limit is placed on the number of sensors sharing a com-
mon secret key, thus reducing the fallout when the key
is compromised. While the probabilistic model is effi-
cient in containing the damage due to an attack, it does
not address the larger problem of protecting critical data
which may not always be secret keys – hence, security
mechanisms local to a sensor are required. Moreover,
since sensor networks consist of thousands of sensors,
we believe that enforcing confinement of shared keys
within small groups of sensors is difficult – [25] does
not address this issue. [14] proposes the application of
anomaly/misuse based intrusion detection systems for
sensor security. While this idea has merit, it is not clear
how sensors can be managed to deal with (a) effects of
high false alarms in anomaly based detection and (b) the
need for constant updates to signatures in misuse based
intrusion detection.

Salient contributions. In this paper we present a frame-
work for TinyOS that (a) secures it against known and
unknown attacks without requiring any supervision, (b)
provides a software tamper-resistant lock on sensors,
which ensures that in face of repeated attacks, the sensor
self-destructs itself before its data can be compromised
and (c) improves the efficiency of TinyOS. The key con-
tributions of our work are:

� A behavioral control model which automatically
captures the actual behavior of the TinyOS and de-
tects attacks as deviations from the actual behavior.
In this paper we discuss an algorithm to generate
these models by static analysis of TinyOS binaries
and a novel optimization algorithm that increases
the runtime efficiency of such models.
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Figure 1. TinyOS Example

module KEY STORE
�

provides
�
interface keystorage �

uses
� �

interface keystorage
�

command int get key();
command void set key();
event int got key(); �
implementation

�
/* implementation of interface */
/* function */

�
�

Figure 2. Component KEY STORE

� A framework for developing security extensions for
TinyOS. The framework supports different types
of security extensions. In addition, it is computa-
tionally efficient. Specifically, experiments on its
performance on Linux daemons such as ftpd and
httpd, demonstrated that it introduces overheads
of less than 5% and moreover, the overhead was in-
dependent of the complexity of the security exten-
sion [19]. In this paper, we discuss its application
to the domain of TinyOS.

In addition to security, the framework also supports ex-
tensions which make the execution of TinyOS more ef-
ficient. It is based on the observation that a substantial
amount of power in TinyOS is spent in accepting an ex-
ternal event, identifying it and dispatching it for process-
ing [3]. Hence, by “predicting” the set of all events that
can occur next, the framework improves the efficiency.
We begin our discussion with an example of a TinyOS
installation in Section 2. In Section 3 we discuss our
framework in detail followed by conclusion in Section 4.

2. Example TinyOS application

TinyOS is an event-based operating system with a
very small footprint ( � 400Kb)[17]. TinyOS applica-
tions have two entities: components which implement
the application functionality and provide bi-directional

interfaces to access it ; and a wiring specification which
assembles components together by defining how and
which components can interact with each other using the
interfaces provided by the components. The applications
are written in a high-level language called nesC. An ex-
ample of a TinyOS installation is shown in Figure 1. Its
components are as follows:

� TEMP ACQ: collects temperature information us-
ing a Berkley mote sensor [2].

� LINK LYR: receives and injects packets from/to
other sensors in the network.

� TEMP AGGR: gets data collected by TEMP ACQ
and LINK LYR.

� KEY EST: used by LINK LYR to establish a secret
key during sensor bootstrapping as well as (en/de)
crypting packets when injecting/accepting packets
from the network.

� KEY STORE: stores the secret key obtained after
key exchange.

� NETWORK COMP: a set of components that im-
plement network capabilities used by LINK LYR
to inject and get packets.

Example component KEY STORE is shown in Fig-
ure 2. It has (a) an interface containing commands,
key get and key set, that other components can use to
get or set the secret key; (b) events, such as got key,
which are callback functions that components using
KEY STORE’s interface need to implement; and (c)
interfaces that KEY STORE (empty in the example)
can use. The implementation section contains the
code for the commands defined in the interface. Fig-
ure 3, gives the skeleton of the interfaces, provided
by the different components. For instance, LINK LYR
provides commands inject pkt and receive pkt

whose invocation cause packets to be injected and re-
ceived. Similarly SECURE COMP, can be used to
(en/de)crypt packets (encrypt pkt/decrypt pkt) or au-
thenticate sensors (auth sensor). Components can con-
tain local data such as int secret Key which stores the
secret key.

Security Issues. TinyOS does not offer any protection
due to efficiency reasons. Figure 4 illustrates some of
the possible threats on TinyOS. Key vulnerabilities in-
clude the compromise of thewiring specification and the
classified/secret data stored on the TinyOS.

Efficiency Issues. Key issues which affect efficiency of
TinyOS application: (a) time spent in waiting for an ex-
ternal event (such as input data or from another sensor)
to occur and identifying that event, and (b) unused com-
ponents consume power if they are run.
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Security Examples of Attacks
Requirements
Confidentiality Illegal access to secret/classified data stored on TinyOS
of data such as secret keys and wiring specification

can compromise not only the sensor but its peers and allow
network traffic to be decrypted.

Trojan Attacks Unauthorized addition of Trojan components and/or illegal
modifications to wiring specification changing
how and what components interact with each other

Physical Security Attacker can physically access the sensor node and
read its contents or change them by flashing the sensor memory.

Figure 4. Example attacks on sensor networks which
manifest through TinyOS
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Figure 5. System Architecture

Component LINK LYR KEY STORE SECURE COMP
Name
PROVIDES inject pkt set key validate key

receive pkt get key kerb auth
retransmit pkt auth sensor

� � � � � �

encrypt pkt
decrypt pkt

USES keychange set key
encrypt pkt get key
decrypt pkt
auth sensor

local-data � � � int secret key � � �

Figure 3. Components in example TinyOS
application

3. Overview of Our Framework

Figure 5 illustrates the architecture of our system. The
salient components of this architecture are:

� Security broker (SECURITY BROKER): Every
component that needs to be protected (henceforth
referred to as protected component), has a SE-
CURITY BROKER associated with it. It inter-
cepts every command invocation to the protected
component and determines if the invocation is
valid/invalid using a layered approach.

Layer 1: Control Behavioral Model (CBM)
automatically captures the actual behavior of
the TinyOS components in terms of their
interactions with the protected component.
These models are developed by static analy-
sis of TinyOS binaries.

Layer 2: Security Extension allows users to
customize/develop security extensions to re-
strict access to the protected component.

In this architecture, command invocations to the
protected component are intercepted by the SE-

CURITY BROKER and then passed to the Layer
1. If Layer 1 detects an attack, the SECU-
RITY BROKER uses an event implemented by this
layer to launch an appropriate response, for in-
stance, one which disallows the command. When
it is not an attack, the command is dispatched to
Layer 2 (if present) and executes the security ex-
tensions for that command. Note that the layered
approach separates the detection mechanisms that
can be deployed automatically (Layer 1) from the
one that requires user-defined security extensions
(Layer 2). This allows, for the former to act as a fil-
ter for inputs to the latter layer – a computationally
intensive layer, thereby, adding to the efficiency of
the overall mechanism of SECURITY BROKER.

� EVENT PREDICTOR: To improve efficiency in
terms of power usage, [3] suggests that the TinyOS
should be in a passive mode for most of the time.
However, when an event occurs, identifying that
event and determining the action to take makes a
sensor move from passive to active mode leading to
increased power consumption. By using the policy
specification language mentioned above, users can
define the next set of possible events that a TinyOS
is likely to see. This will allow faster identification
and deployment of functions to handle the event.

We discuss the architecture in detail in the next sections.

3.1. Security Broker: Control BehavioralModel

The central theme of Layer 1 is the development of a
control behavioral model (CBM) that is precise and can
be employed for fast identification of incorrect observ-
able behavior. We present in this section the existing
techniques applied to identify such models followed by
a novel technique for generating precise CBMwhich can
be used efficiently.
Typically, program control behavior is represented us-
ing control flow graphs (CFG), a graph consisting of
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states represented by program counter values and inter-
state transitions labeled by system calls. Such graphs
are generated by static analysis of TinyOS. Filtering
proceeds by run-time monitoring of observable actions.
Deviations of sequence of observable action from the
control flow graph is flagged as anomalous (potentially
harmful). Two important requirements of this technique,
as eluded in [10], are

1. Precision: the model must capture all possible se-
quence of actions that are deemed as correct sys-
tem behavior and nothing else. This stems from
the underlying requirements that correct behavior
must not be classified as erroneous and anomalous
behavior must not go unnoticed.

2. Efficiency: monitoring observable behavior must
incur minimal overhead in time and space usage.

Unfortunately, enhancing both precision and efficiency
is a difficult, if not impossible, task owing to the fact
the precision requires incorporatingminute details of the
system in the model which in turns slows down the mon-
itoring phase thereby reducing efficiency. We present, in
this paper, a novel approach which enhances precision
without incurring loss of efficiency.

Background. Each procedure, represented by a CFG,
has an entry state and can have multiple exit states (de-
pending on the relative position of return statements
in the procedure). Figure 6(a) shows CFGs for a pro-
gram with a main, line and end procedures. The pro-
cedure line can be invoked from two different call sites,
one each in main and end. Global CFG, representing
the global control behavior of a program, is constructed
from local CFGs by simply introducing � (empty) transi-
tions from the call site to the start state of the called pro-
cedure and from the exit points of a procedure to return
locations in its potential callers. Subsequently the tran-
sitions labeled by calls to the procedures in local CFGs
are discarded. Figure 6(b) presents global CFG for the
procedure main.

Context Insensitivity in CFG. A correct program path
with respect to its call-return pattern requires that when
a procedure exits it returns control to the site of its most
recent call [18]. A CFG model does not keep track of
location to which a program control should return once
a procedure exits, i.e., context information of a call is
lost. Such context insensitivity classifies paths with un-
matched calls and returns as valid execution sequences
in the program. An example of such infeasible path in
the global CFG is illustrated using dotted lines in Fig-
ure 6(b). CFG model does not to classify the transition
from exit state of line to return location at end as incor-
rect and hence fails to detect the in-feasibility. Note that,
an infeasible path results from one/more bad edges from

the callee’s exit state to the a return location of one of its
potential callers.

A malicious user manipulating the executing program
may use such edges in the model as an exploit – [10]

Context Sensitive Model: Push-Down Systems. Push-
down system (PDS) captures, in addition to the intra-
procedural control structure, the correct call-return pat-
tern (context) of the program under normal circum-
stances. This is achieved by explicitly keeping track of
the execution stack of the programwhose behavior is be-
ing modeled by the PDS. Unlike CFG transition, which
is between a pair of states, a PDS transition represents
the change in the execution stack of the program: tos � �

set where tos is the current top-of-stack and the set
represents the sequence of program locations pushed
into the stack after the statement at tos is executed.

In the recent past, a number of efficient techniques
has been proposed to analyze programs with (recursive)
procedures using their push-down system representa-
tion [6, 8]. Following these lines, [10] proposed a run-
time monitoring technique IDS using PDS. Whenever
the monitored program makes a jump from one proce-
dure to another, the return location in the caller is pushed
in a stack (we will refer to this as monitor-stack). On the
other hand, if the monitored program exits a procedure
and goes to a state in another procedure, the execution is
deemed correct only when the destination state is present
in the top of the monitor-stack. In the event the transition
is allowed, the top of monitor-stack is popped out.

Going back to the example in Figure 6(c), every inter-
procedural transition is labeled by the operation on
the monitor stack (push(A), pop(A) etc). An inter-
procedural transition is feasible only when the opera-
tion on the monitor-stack is feasible. Such restriction
removes the presence of infeasible paths caused by un-
matched calls and returns in the model.

Space Inefficiency in PDS. The PDS-based monitoring
technique suffers from a major drawback of imposing
a significantly large space overhead. This is attributed
to the fact, the monitor-stack is potentially as large as
the execution stack of the program being monitored.
[10] proposes an optimization technique which makes
the PDS monitoring mechanism practically usable at the
cost of losing precision to certain degree. The opti-
mization, termed as hybrid model monitoring scheme,
requires finitizing or pre-fixing the size of the monitor-
stack, thereby reducing the space usage. However, the
technique involving hybrid models only allows context-
sensitive monitoring for non-recursive procedure; the
call-return context is not considered for recursive ones.
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Figure 6. (a) Local CFG, (b) global CFG and (c) push and pop operations for PDS model

3.1.1 Our Solution: Annotated CFG

In this section, we propose a novel technique which is as
precise as PDS-model monitoring technique and is com-
parable to CFG-model monitoring technique in terms of
space usage, and thus caters to the basic requirements
for securing TinyOS.
At its core, the technique is based on introducing a set
of auxiliary integer variables one each for call transition
in a CFG. We will refer to these variables as PROcedure
conteXt Indicator (Proxi) and the corresponding CFG
as proxi-annotated control-flow graph. At a high level,
these variables record the number of times the a proce-
dure is invoked in an execution sequence from a specific
call site.

Definition 1 A proxi-annotated CFG of a procedure
� is a tuple PCFG � � � � � � � � � � � 	 
 � � � � 
 , where
CFG� � � � � � � � � � � 	 
 � � 
 and � � � � � with �
is the set of procedures called by � .CFG � is the control
flow graph for procedure � with � is the set of state,

� � � � is the start state, � � � � is the set of exit states,
	 
 � � � � � � is the set of transitions and � is the set
containing system call names and � . �
A proxi variable is denoted by � � � � � is associated with
the called procedure � and the return location/state � of
the caller. Following we enumerate its application in
detecting correct inter-procedural execution paths while
monitoring.

1. Initialization: Proxi variables are initialized to 0.
2. Incrementing a proxi variable: At the time of mon-
itoring, an execution step corresponding to a call �
with a return location at � � , results in incrementa-
tion of all the non-zero proxi variables associated
with � : � � �� � � � � � � � � � � � � � � � �  , where � � are
the return locations in the potential callers. It also
increments � � � � � � by  . Monitoring proceeds from
the start state of � .

3. Decrementing a proxi variable: An execution
step corresponding to return from a procedure �
must lead the control to the return location � �

such that � � � � � � is minimum among all the non-
zero proxi variables associated to � : � � � � � � � �

! " # � � � � � � � � � � 
 . All the non-zero proxi variables of
called procedure � are decremented by one. Moni-
toring proceeds from the state � � in the caller.

Note that, non-zero value of a proxi variable records
the number of (self/mutual) recursive calls to a pro-
cedure. An execution step involving return from a
procedure is deemed feasible only if the proxi vari-
able corresponding to the return location has the mini-
mum value among all the non-zero proxi variables as-
sociated with the called procedure. Proxi-annotated
CFG model, therefore, classifies correct call-return pat-
tern of programs without using monitor-stack required
for PDS model monitoring technique, i.e., space ineffi-
ciency caused due to the monitor-stack is nullified with-
out any loss in precision.

Theorem 1 An execution sequence is classified by a
push-down model as feasible ,if and only if, it is clas-
sified as feasible by proxi-annotated control flow graph
model. �
Figure 7 shows the updates to the proxi variables for
monitor-stack operations in PDS corresponding to the
example in Figure 6(c). The path shown in Figure 6(b)
is classified as infeasible by PDS model and also the
proxi-annotated CFG. The transition from main to line
increments � line � $ � ( �  ). The subsequent observable
transition from line to end is not allowed as � line � % � is
equal to zero and is not minimum proxi variable associ-
ated with called procedure line.

3.2. Security Broker: Facilitating Security Ex-
tensions

Layer 2 allows a user to implement security extensions.
In particular, it supports extensions based on specifying
and enforcing security policies using a high-level speci-
fication language. Examples of such extensions include
access control policies, [7, 9], intrusion detection sys-
tems [19, 13] and program confinement [15].
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Monitor-stack
operation

Proxi-variable
constraint

Proxi-variable
operations

Push A -

�
line � � � ++�
line � � � ++
(if

�
line � � � �� � )

Push C -

�
line � � � ++�
line � � � ++
(if

�
line � � � �� � )

Push B -
�
end � � � ++

Pop A
�
line � � �

non-zero min

�
line � � � 	 	�
line � � � 	 	
(if

�
line � � � �� � )

Pop A
�
line � � �

is non-zero min

�
line � � � 	 	�
line � � � 	 	
(if

�
line � � � �� � )

Pop B
�
end � � �

non-zero min
�
end � � � 	 	

Figure 7. PDS Vs. Proxi-Annotated CFG

In order to support different types of extensions,
the language must be able to express history sen-
sitive sequences. For instance, in the TinyOS ex-
ample mentioned earlier, consider the following se-
curity policy: component KEY EST can only in-
voke the command get key implemented by component
KEY STORE, when LINK LYR has asked KEY EST
to encrypt a packet. Capturing this policy requires abil-
ity to express events such as commands (get key), keep
track of the sequence of command invocations and rela-
tionships between their arguments over time interval.
This rules out regular expressions (regexs) which are
widely used in specifying and enforcing policies, e.g.,
in tcpdump [1] and the BSD packet filter [16]. In par-
ticular [5] has proved that regular expressions can only
be used to specify safety policies. On the other hand,
though general purpose languages such as nesC (simi-
lar to C/C++ but for TinyOS) can easily express such
policies, the policies are not recursively enumerable (re).
This is because nesC has the same expressive power as
a Turing machine and hence policy enforcement is an
undecidable problem.
We developed a language as part of our earlier work on
system security [19, 22, 21], called behavioral model-
ing specification language (BMSL). BMSL extends the
familiar pattern matching constructs of regular expres-
sions to the domain of events with arguments. Secu-
rity policies specified using BMSL are enforced using
an efficient enforcement mechanism called extended fi-
nite state automaton (EFSA) [21]. The expressiveness
of BMSL policies and the efficiency of pattern matching
using EFSA’s makes them suitable for developing se-
curity extensions for TinyOS. Specifically, BMSL poli-
cies have the same expressive power as extended finite
state machines, a formalism commonly used in formal
methods literature [11]. In addition, experimental re-
sults demonstrate that policy enforcement using EFSA
is efficient causing overheads of less than 5%, for each

gk: get_key(src_comp, key)|src_comp = KEY_EST
sk: set_key(src_comp,key)| src_comp = KEY_EST
gkc:  get_key(src_comp,key)|src_comp != KEY_EST
skc: src_key(src_comp, key)|src_comp != KEY_EST
NOTATIONS

en: encrypt_pkt(LINK_LAYR, pkt) 

skc sk
en

gkc
gk

any
any

any

any

gkc

skc

gkc
skc

any

any

any

S0

S4

S5

S6

S7

S1

S2

S3

Figure 9. EFSA for KEY STORE security
policies

command invocation [22].
In the rest of the section, we discuss the policy specifi-
cation language and its use in our framework.

BMSL Policy Specification Language. The most
primitive pattern in BMSL consists of a single com-
mand/event with a reaction, such as, a(x) 
 x > 3 �
term(). Here, the pattern is characterized by a com-
mand/event name (a), arguments (x) and a boolean val-
ued condition containing simple comparison/arithmetic
operators (x>3) and/or external functions in general pur-
pose languages such as C/C++. The meaning (seman-
tics) of pattern is given in terms of the system call his-
tories that it captures. For instance, the above primitive
pattern captures all commands/events a whose argument
values are greater than � . Rules have reactions, such as
term() written in C/C++, which are invoked when the
patterns are matched.
Complex patterns are formed from primitive patterns
using: sequencing (“ 
 ”), alternation (‘ � � ”) and closure
(“ � ”) operators. An example of a complex pattern is:
a(x) 
 (x > 3)* � b � c(y) 
 (y < 5) , which consists of
the primitive patterns a(x) 
 (x � 3), b and c(y) 
 (y �
5). It captures the set of all histories which start with
an command/event a whose argument is greater than 3,
followed by a sequence of zero or more b’s, and ending
with command/event c whose argument is less than the
value 5. BMSL’s have very efficient enforcement mod-
els called extended finite state automaton (EFSA) which
extend finite state automaton to remember context infor-
mation across states.

Using BMSL for TinyOS Extension Development.
The observable behavior of two interacting TinyOS
components is the set of sequences of commands/events
invoked by them. Security policies can thus be specified
in terms of these sequences. Using BMSL, we specify
such policies over commands and events. While enforc-
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/* Restriction on getting/setting secret keys */
(get key(src comp) || set key(src comp, key)) � src comp �� KEY EST � �

destroy key() �
/* Complex Rule: KEY EST can only get key when LINK LAYR wants to encrypt packet */
!(encrypt pkt(LINK LAYR,pkt))*� get key(KEY EST) � �

term() �

Figure 8. Simple policies for securing KEY STORE component

module Layer2
�

provides
�
interface patternmatch efsa �� � �

interface patternmatch efsa
command match(command, command arg structure);
event int response match(reactionlaunched);
implementation

�
/* EFSA in nesC */

�

Figure 10. Layer 2 component using EFSA

ing policies over interactions with a protected compo-
nent, we add an extra argument, source id (src comp), to
the commands/events that defines which component is
interacting with the protected component. We developed
a security extension which prevents invalid accesses to
the KEY STORE component in the example TinyOS ap-
plication. Valid accesses to the component occur when
the LINK LAYR component on each sensor initiates a
secure key exchange. Since our research does not fo-
cus on the protocols, we assume that it is one of the
different protocols currently being used in sensor net-
works [25, 23]. Key exchange is initiated only when
the sensor network is deployed or when a new sensor is
added to an existing network. Hence, the key is set in
any sensor only once in the KEY STORE component.
Once the key is set, it can be used by the LINK LAYR
to (en/de)crypt packets which it injects/accepts from the
network. Based on this behavior we develop two se-
curity policies which are illustrated in Figure 8 and ex-
plained below:

� No component other than KEY EST can get or set
the secret key.

� If component KEY EST wants to access the key,
it can only do so, provided the LINK LAYR
has initiated a request to encrypt a packet (using
encrypt pkt command)

These policies are translated into an EFSA. A schematic
illustration of the example EFSA for the policies is
shown in Figure 9. The dark circles representing states

� 	 , � 
 � � and � � are final states which trigger the re-
sponse destroy key, which erases the secret key and

� 
 triggers the response term. EFSA is generated as
a nesC program, and implemented as part of a com-

/* A and B are sensors */
1. A and B agree on a prime number P and integer G.
/* A and B exchange secret key */
2. A sends B computation involving P and G.
3. B sends A computation involving P and G.
4. Both compute secret key �
5. A and B use � to send encrypted packets to each other

Figure 11. Abstraction of Diffie Hellman
Protocol

S4S2

S3

S1S0
send(B, comp)

(keychange)
switchoff(keychange)

rec(B, comp) switchoff

Initiate
Key exchange 

Time out goto S3

Wait to receive
comp from B

If B sends goto S2

After computing
s switchoff the
keychange

S4

Figure 12. EFSA of the Event Predictor
when using Diffie Hellman Protocol

ponent. Figure 10 illustrates this component. It pro-
vides a function match, which takes as an argument the
intercepted command/event (intercepted by the SECU-
RITY BROKER component) and its arguments. It then
uses the EFSA to match the command. The SECU-
RITY BROKER can invoke responses to the match us-
ing the event response match.

Responses to violations of security policies. In
the above example, functions destroy key and term
are used to respond to policy violations. Function
destroy key, simply erases the secret key. This ensures
that even if the attack succeeds, the sensor is unusable.
Hence, the response creates a software tamper resistant
mechanism. The reaction term – is more passive, it sim-
ply terminates the command/event.

3.3. Event Predictor

The purpose of an event predictor is to compute the
next possible set of events that can be received by the
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sensor. In our approach this can be based on knowl-
edge of either the protocol being used or the interac-
tion between components. Once such commands are de-
termined, the event predictors, store pointers to the set
of all next “possible” commands (called cached com-
mands). When an external event occurs, such as, receiv-
ing a data packet, event predictor first checks if the event
can be handled by one of the cached commands of the
component. Since the number of cached commands is a
subset of the total number of commands, in an average
case it improves efficiency in handling the event. This
concept is very similar to the associative caches used by
operating systems in computer architecture. The event
predictor is analogous to the cache replacement algo-
rithm. We use the EFSAs discussed earlier as such pre-
dictors. Specifically, BMSL security policies are used
to capture the protocol information or the interaction
between components. The policies specify the current
event and the next possible set of events. The generated
EFSAs corresponding these specifications are the event
predictors. When an event pertaining to the protocol oc-
curs, EFSAs trigger transitions to the next possible set
of expected events. For instance, consider an abstract
version of the Diffie-Hellman key exchange protocol [4]
between two sensors � and � as illustrated in Figure 11.
The EFSA for the event predictor is shown in Figure 12.
Key exchange is being performed by the KEY EST
component. When LINK LAYR of � invokes the com-
mand keychangewhich is part of KEY EST component,
keychange sends some computation to � . The event
predictor then expects either a reply from � or a time-
out. It switch-offs of all components. When it receives
any event, it first wakes up keychange and sends that
message to it. If keychange cannot handle the message,
i.e, the message is of the wrong type, the event predictor
then goes through the entire process of determining the
event type. We note that this is a preliminary idea and
needs further experimentation.

4. Conclusions

We discussed a framework which supports: (a) ba-
sic security based on identifying deviations on TinyOS
component interactions from their actual behavior and
(b) a powerful security extension development mecha-
nism based on specifying and enforcing security poli-
cies. The efficiency of this layered framework is critical
in the setting of sensor security. We presented an opti-
mization algorithm to make deviation detection (a) effi-
cient and precise. In addition, our prior experiments, on
policy-based security assurance for traditional operating
system, provide strong testimony of its efficient appli-
cability to TinyOS. As future work, we would like to

deploy our methodology in sensor network and measure
its efficiency in terms of battery consumption.
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