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28: void horizontalMerge$eq,,, M )f
29: inti=l;
30: while (i6=k) f
o ) 31 if(s; 2 M)
1: void main(¥ 32: if(siv1 2 M)f
2: for all owsequence2 E f 33: if (s;i! Sit1 2 M)f
2 Sﬁq(g e:;/ergcals’velerg@fqu’)M ) 34: createTransitiors; 2 M ,S;+1 2 M);
: : 15€eq,, = ) 35: setParameters{, s;+1, M );
5: horizontalMergegeq;, , M ); 36 ifQe 2 EjMj= e)f
s. elsehorizontalMerge$eq,,, , M ); 37: removeTransitiory; ! S;41 2 M);
: g ) 38: return;
8: return; 39: g
iog 40: g // end of if-then
11: 41: g // end of if-then
: . 42: elsd
12: Seq,, verticalMergeSed,, , M ) f 43 createState(,1 2 M);
ﬁ: Ivr:/thlil_ely(i&k)f 44: createTransitios; 2 M ,s,4+1 2 M);
w oea ) 45; setParameters{(, s;+1, M );
16: ilf_(sﬁll s 2 M)f 46: if@e 2 EjMj= e)f
17: crééteTr;nsitiOBQ Si); pes romovesiata o S 2 M)
. W)y . i N
18: g // end of if-then ;‘3: ;gtmu?,:/-esme(l“ 2 M
17: setParametess(, s; 11, M ); 51: g '
18: if (i+16k)f ) 52: g /lend of if-else
19: createTransitios(,S;42); 53: g/l end of if-then
20: setParametess{, S;+2, M ); 54: elsef
g; ?erlrl1 gci;f |f-;t.1en 55: createState( 2 M );
: Ri+1); 56: ifQe 2 EjMj= e)f
23: g //end of if-then 57: removeState; 2 M);
24: elsei=i+1,; 58: return; ' ’
25: g/l end of while 59: g ’
5673 return Seq; 60: g //end of if-else
g 61: i=i+l;
62: g //end of while
63: return;
64:9

Figure 1. Pseudo-code farertical merge andhorizontal merge.

ns2 tool [1]. The validity of speci cations of routing  speci ed in the text box titledRREQs~RREPs are
protocols also depends on the attributes associated witlsatis ed, it enters a stat®RREQs From the state
each event in the route request-reply ow (each state in RREQgshe model has four valid transitions to the states:
a sequence). To identify the parameters needed to disRREQfwdRREPrec, RERRsandDrop .

tinguish valid behavior, different feature selection tech In addition to valid behavior, we have also consid-
niques can be applied. In our experiments we used allered possible attacks against AODV protocol based on
parameters provided bys2 simulator. However, nal  the analysis by [9]. The details of the experiments and
speci cation model contains only a subset of those fea- the misuse speci cation models for AODV protocol and
tures, the rest was removed due to the irrelevancy andthe results for DSR protocols can be found in [15].
space constraints. Figure 2 presents the generated spec-

i cations of valid behavior for AODV protocol. 5 Conclusion

Generated AODV speci cation model contains seven  The constructed models of protocols’ behavior de-
states: sending RREQ(RREQs), forwarding scribe the protocols’ message exchange and the rela-
RREQ(RREQfwd), sending RREP(RREPS), tionships among protocol-relevant attributes as re ected
forwarding RREP(RREPfwd), received RREP in the network trafc. While properties hidden from

(RREPrec), sending ERROR(RERRS), Drop . The the network layer are not represented in these models,
model starts with a statBREQsindicating the source they can be incorporated into speci cations using ex-
node sending out &{REQmessage. The transition perts knowledge on system environment. We feel that
from one state to another occurs only when the cor- approach brings signi cant bene ts to intrusion detec-
responding conditions specied in the text box are tion eld. Constructed speci cations can be used in de-
satis ed. As such when RREQeaches an intermediate tecting protocol misuses. However, the approach is not
node and the conditions speci ed in the text box titled designed as a stand-alone intrusion detection tool, al-
RREQs~ RREQfwd are satis ed, the model enters though can be usedto complementthe existing intrusion
stateRREQfwd on the other hand, if the conditions detection systems.
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RREQs->RREQfwd
HC: <

destSN: =
destIP: =
SreSN: =
srclP: =
destIP(IP header)<> destIP
srclP(IP header)=srcIP

Sending
RREC

Legend:

statel -> state2

par: <

(explaination: par (statel) < par2 (state2))

HC hop count
destlP IP address of AODV destination node
destIP(IP header) - IP address of destination node in IPthefade

RREQfwd -> RREQfwd
HC: <

destSN: =

destlP: =

SrcSN: =

srclP: =

destIP(IP header)<> destIP
srcIP(IP header)<>srcIP

HC: <
destSN: <
destlP: =
srcSN: NA
srclP: NA

RREQs -> RREPs

srcIP(IP header)= destIP

destSN  sequence number of destination node

srclP IP address of AODV source node

srcIP(IP header) - IP address of source node in IP header
srcSN - sequence number of source node

RREPs -> RREPrec
HC: >

Forwarding
RREQ

destSN: <
destlP: =
srcIP(IP header)=

Received
RREF

destlP

D
Forwarding
RREF

-—;

RREPfwd->RREPrec
HC: =
destSN: =

destIP destlP: =

RREPs -> RERRs

RREPfwd -> Drop
HC: =

destSN: =

destIP: =

SIcSN: =

srclP: =

HC: <=
destSN: <=
destlP: =

Sending
ERROF

RREQfwd -> RREQdrop RREQfwd -> RREPs
HC: < HC: > H
destSN: = destSN: < Sendmg
destlP: = destlP: = RREC
SICSN: = SrcSN: NA
srclP: = srclP: NA
RREPs -> RREPfwd
RREQfwd -> RERRs HC: <
HC: < destSN: =
destSN: = destIP: =
destiP: = srclP(IP header)=
srcSN: =
srclP: =
Dron

RREPfwd -> RREPfwd
HC: <

destSN: =

destIP: =

srclP(IP header)=

destlP

Figure 2. Valid behavior of AODV protocol

As a future avenue of our research work we envision
a formal evaluation of generated speci cations with re-
gards to their completeness and consistency.
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