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Abstract

The proliferation of complex and fast-spreading intru-
sions not only requires advances in intrusion detection
mechanisms but also demands development of sophisticated
and automated intrusion response systems. In this paper
we present a novel cost-sensitive model for intrusion re-
sponse that incorporates preemptive deployment of the re-
sponse actions. Specifically, our technique relies on com-
paring the cost of deploying a response against the cost
of damage caused by an “un-attended” intrusion and de-
cides to preemptively deploy a response with maximum ben-
efit. Our technique further allows adaptation of responses
to the changing environment through evaluation of success
and failure of previously triggered responses. We demon-
strate the advantages of the approach and evaluate it using
a damage reduction metric.

1 Introduction

Intrusion detection has been at the center of intense re-
search in the last decade owing to the rapid increase of so-
phisticated attacks on computer systems. Typically, intru-
sion detection refers to a variety of techniques for detect-
ing attacks in the form of malicious and unauthorized ac-
tivity. In the event that an intrusive behavior is detected,
it is desirable to take (evasive and/or corrective) actionsto
thwart attacks and ensure safety of the computing environ-
ment. Such counter-measures are referred to asintrusion
response. Although the intrusion response component is of-
ten integrated with the intrusion detection system (IDS), it
receives considerably less attention than IDS research ow-
ing to the inherent complexity in developing and deploying
response in an automated fashion.

Driving Problem. Traditionally, triggering an intrusion re-
sponse is left as part of the administrator’s responsibility

requiring a high-degree of expertise. Although in the re-
cent years this focus has shifted, automatic intrusion re-
sponse support nowadays is still very limited. Most of the
automatic response systems rely on the mapping of attacks
to pre-defined responses [20, 3]. These approaches allow
the system administrators to deal with intrusions faster and
more efficiently. However, they lack flexibility mainly be-
cause few of these systems take into account intrusion cost
factors. Recent years have seen increased interest in de-
veloping cost-sensitive modeling of response selection [19].
The primary aim for applying such a model is to realize a
balance between intrusion damage and response cost to en-
sure adequate response without sacrificing the normal func-
tionality of the system under attack. However, defining ac-
curate measurement of these cost and risk factors is one of
the challenges in using these models.

Another aspect that defines the efficiency of the intru-
sion response is the timeliness of the response deploy-
ment. The response action in the majority of the existing
response systems is conservatively invoked once the exis-
tence of intrusion is confirmed. Though this strategy re-
duces false-positive response, delayed response action can
potentially expose systems to higher level of risk from in-
trusions, specifically in cases where it becomes impossible
to restore systems to its pre-attacked state.

Finally, the response mechanism must allow adaptation
in response selection. Specifically, if a triggered response
fails to handle the corresponding intrusion multiple times
then it can be inferred that the system configuration, un-
der which the triggered response was mapped to the in-
trusion, has changed; this requires adaptation of response-
mappings.

Our Solution. In this paper, we present an intrusion re-
sponse model which is

1. automated: deploying responses with little or no user-
guidance.
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2. cost-sensitive: assessing the risk and cost of (not) re-
sponding.

3. pre-emptive: triggering responses before the attack
completes.

4. adaptive: updating the responses on-the-fly on the ba-
sis of their success and failure in thwarting previously
seen intrusions.

Our intrusion response technique relies on the exis-
tence of a pattern-based intrusion detection framework.
Such intrusion detection system can employ repositories
of normal and anomalous (intrusive) patterns in a form of
graphs [18], specify patterns of anomalous activities in a
form of rules [7] or manually describe behavioral patterns
using a specification language [15, 21]. We will specifically
focus on IDS based on state-transition representation of sys-
tem behavior [18]. The behavioral patterns are combined
into state-transition graphs where states are representedby
actions (system calls) that constitute the pattern. Detection
is done by matching monitored sequence with patterns ei-
ther in normal or abnormal graphs. If the monitored se-
quence exists in the normal graph, it is allowed to execute;
otherwise if the sequence exists in abnormal graph, the se-
quence is classified as intrusive behavior.

We associate response action(s) with each intrusive pat-
tern recorded in the abnormal graph; this is done by associ-
ating the start state of the pattern to the response(s). Moni-
tored system activity is then continuously matched with pat-
terns in normal and abnormal graphs. Whenever a moni-
tored sequence matches with a prefix of any intrusive be-
havior (in abnormal graph), our algorithm decides whether
or not to respond immediately. Note that, the monitored ac-
tivity is not yet classified as intrusive – it just matches with
a prefix of one or more intrusive behavior. If a response
action is invoked at this stage, we are forcingpre-emptive
responseto apossibleintrusive behavior. However, we do
not allow blind pre-emption, instead pre-emption depends
on the probability of the potential intrusion. If the prefix-
pattern matched with the monitored sequence exhibits high
probability (greater than a pre-specified threshold or toler-
ance factor) of ending up in an intrusive behavior then our
algorithm decides to deploy a response action.

As a number of intrusive patterns can have the same pre-
fix, there can be multiple candidate response actions that
can be deployed pre-emptively. Therefore, it is required to
identify the response that will have theleast negative af-
fect on the system. This is done by evaluating costs and
benefits of the available responses based on theutility the-
ory [4], that focuses on providing maximum benefit at the
lowest risk. In particular, we take into consideration the past
effectiveness of the possible responses and their respective
severity. By severity, we imply the negative impact the re-
sponse can have on legitimate users.

In the event intrusive behavior continues after the pre-
emptive response was deployed, the triggered response’s ef-
fectiveness factor is lowered toadjust response selectionin
the future use of this response action. This response selec-
tion and deployment are performed automatically without
any user intervention which allows fast containment of the
intrusion and thus makes system defense more effective.

The paper’s main contributions lie in the following areas:

1. algorithm for determining preemptive deployment of
the response.

2. the cost-sensitive methodology to intrusion response
selection that is based on economic incentive and in-
corporates damage incurred by an attack and cost of
responding to it.

3. the structured and comprehensive approach to auto-
matic, preemptive, cost-sensitive and adaptable re-
sponse.

Organization. The reminder of the paper is organized as
follows. A brief overview of related work is given in Sec-
tion 2. Section 3 presents the details of the response mecha-
nism components. Experimental setup and results are given
in Section 4. Section 5 concludes the paper with our future
work.

2 Related Work

A number of techniques aiming at enhancing automa-
tion in the intrusion response were proposed and deployed
over the last five years. Majority of them provide a pre-
defined response actions mapped to pre-specified intrusion
alerts [17, 15, 9]. Deployment of responses in these cases
uses techniques ranging from static mapping table [17, 14,
2, 21] to dynamic rule-based selection procedure [12, 22].

Recently there have been a trend towards a self-healing
systems that automatically find, diagnose, and respond to
failures. While analysis technique varies from the appli-
cation of checkpoints [13, 6] to the use of emulation envi-
ronment [16], response component of these systems usually
falls back into pre-determined set of actions. A number of
techniques also proposed cost-sensitive analysis for selec-
tion of response actions [20, 8, 5]. An overview of these
approaches is presented in [19]. As our approach employs
cost-sensitive modeling technique, we will primarily focus
on the related work in this area.

Models proposed by Toth and Kruegel [20] and Balepin
et al. [1] consider costs and benefits of the response actions
in association with dependencies between services in the
system. Such modeling reveals priorities in response targets
and evaluates the impact of different response strategies on
dependent services and system.
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The cost-sensitive approaches to intrusion response pro-
posed by Lee et al. [8] and Foo et al. [5] attempt to balance
intrusion damage and response cost. While [8] considers
cost factors to improve intrusion detection, [5] specifically
focuses on the containment of the attack.

The approach proposed in [5], called Adaptive Intrusion
Response using Attack Graphs (ADEPTS), models intru-
sions using graph which allows to identify possible attack
targets and consequently shows objectives of suitable re-
sponses. The response actions for the affected nodes in
the graph are selected based on the effectiveness of this re-
sponse to the particular attack in the past, the disruptiveness
of the response to legitimate users and the probability mea-
sure that a real intrusion is taking place.

While our technique closely relates to ADEPTS, there
are several distinguishing features. Our technique concen-
trates on the damage incurred by an attack, when ADEPTS
considers responses from the degradation of system services
perspective. ADEPTS approach relies on semi-manual de-
velopment ofIntrusion-graphto determine the spread of
network attacks. The graph is static and acts as an auxil-
iary information used in conjunction to the actual intrusion
detection system. If the computing environment changes,
the I-graph needs to be updated accordingly using expert
guidance. On the other hand, the graphical structure, our
technique uses, records the attack patterns and is an inte-
gral constituent of the intrusion detection system; as such
this structure can be dynamically and automatically updated
with the introduction or classification of new attacks.

Another important difference in the two techniques
comes from the response selection perspective. While both
techniques use cost-sensitive approach ADEPTS picks the
response action with the highest difference in response ef-
fectiveness and disruptiveness in normal activity, without
taking into consideration attack damage and possibility that
it may or may not exceed benefits of deploying a response.
In contrast, our approach attempts to balance intrusion dam-
age cost and response cost, and bases response selection on
utility theorythat allows to apply different security policies
without any modifications of existing response metrics.

3 Intrusion Response Model

We associate a response action with each known pat-
tern of anomaly. This can be done manually when patterns
are stored in the corresponding specification repository or
through the mapping to an evolving response taxonomy.
Automating this process is difficult (if not impossible) and
providing semi-automatic solution to response mapping is
one of the future avenues of our research.

The deployment of the response is determined through
the three-step process outlined in Figure 1. The goal of the
first step is to determine when pre-emption should be in-

1: determine when to start response selection:

there exists sequence such that

confidence level ≥ probabilityThreshold

2: determine whether response action should be taken at this point:
select responses such that

damageCost*confidence level > responseCost

3: select optimal response:
compute expected value of attack

corresponding to selected responses

Figure 1. Algorithm for response deployment process.

voked. This depends on a pre-specified threshold (can be
viewed as a tolerance level). We find whether the prefix of
the sequence has reached a tolerable level or, in other words,
a point where we are almost sure to see an actual attack.

In the second step, the set of candidate responses is iden-
tified, which if deployed at this point is going to cause less
harm (due to incorrect pre-emption) than the damage caused
by the possible intrusion. The selection of responses is
based on the evaluation ofdamage costandresponse cost
factors. Whileresponse costrepresents an effect of a re-
sponse action on a system,damage costgenerally quantifies
the number of resources or computing power that can be
left unusable by the attack. Setting accurate measurement
of these cost factors is one of the challenges in using cost-
sensitive models. As numeric values such as monetary val-
ues or percentages that correspond to some objective met-
rics are not always suitable, more effective solution based
on relative measurements can be applied [11]. The rela-
tive measurements can be constructed based on company-
specific security policies, existing threats, risk factorsetc.
[8]. The important factor that guides the cost values is the
system mission. The costs should correspond to the level of
disruption the attack might cause to the system. While it is
difficult to determine ahead of time what exactly an attack
will do, it is possible to recognize at least a direction of in-
trusion using pattern-based intrusion detection system. In
practice, setting measurements of these costs is the respon-
sibility of system administrator and is usually done manu-
ally. One of the downsides of this approach is the necessity
to update cost factor values with time. In our approach,
each attack pattern is associated with a damage cost using
the prior information, in particular costs developed by [8].

In the final step, the response that has thehighestchance
of blocking apossibleintrusion is selected and deployed
from the candidate set. The details of this response selection
process is presented below.

Step 1: Preemption. A response can be firedeagerlyas
soon as an incoming sequence is recognized as a (potential)
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prefix of a known attack sequence. Note that at these early
stages, the incoming sequence can be matched as a sub-
sequence of multiple intrusive patterns (i.e. the incoming
sequence can be associated with multiple responses). The
response can be also firedlazily, i.e. after confirmation of
intrusion. Lazy reaction to intrusion will associate and fire
accurate response to an intrusion but can be risky as it al-
lows more time to exploit a vulnerable system. On the other
hand, eager response provides preemption but is aggravated
by high probability of mistake.

To guide a response deployment process we define a
probability threshold that indicates an acceptable
level of confidence that some attack is in progress and a
response action should be triggered. Once the probability
of occurrence of a particular sequence, given its prefix, ex-
ceeds the pre-specifiedprobability threshold , it
can be inferred that an attack is imminent. Formally, proba-
bility of occurrence of a sequence, referred to asconfidence
level is defined as:

number Of Sequence-Occurrences

total Number Of Sequences With This Prefix
(1)

Step 2: Cost-sensitive selection of possible responses.
Once we have decided to respond, i.e., probability of
intrusion has exceeded the tolerance limit defined by
probability threshold, we need to identify the
possible responses that can be deployed. As alluded before,
preemption in response deployment may lead to damage to
the computing environment due to incorrect response selec-
tion or due to response deployment to false alarm. As such,
our goal is to balance the preemptiveness of the response
action with the accuracy of intrusion prediction. In other
words, care is taken to ensure that the damage due to possi-
ble incorrect deployment of response does not overshadow
the benefits of early response. This is realized by consider-
ing cost-sensitive approach using the following parameters,
damage cost (DC)andresponse cost (RC). Among the re-
sponses available for the intrusive sequences whose prefix
matches the monitored pattern, we select response actions
for which the following condition holds:

DC ∗ confidenceLevel > RC (2)

Step 3: Cost-sensitive response invocation. To determine
the optimal among the response-actions selected in Step 2
we take into account two factors: (a)Success Factor(SF)
and (b)Risk Factor(RF). While the former is the percent-
age of times a response, under consideration, has succeeded
in the past, the latter determines the severity of the response.
By severity we imply the effect of the response on the re-
sources and the legitimate users. A more severe response
(i.e. with high RF value) is likely to stop the intrusion but
it is also plagued by the disadvantage of adversely effect-
ing system performance and usage. Essentially,Risk Factor

represents theresponse costassociated with a response ac-
tion.

Optimal response action should provide the maximum
benefit at the lowest risk. Such response strategy can be
computed using utility theory [4] whereexpected value(EV)
of responserS to a sequenceS can be defined as follows:

EV (rS) = ( Prsucc(S) ∗ SF ) + ( Prrisk(S) ∗ (−RF ) ) (3)

In the abovePrsucc(S) is the probability that a se-
quenceS will occur and Prrisk(S) = 1 − Prsucc(S).
The optimal response action is selected based on the highest
EV.

Note that the deployed response action might not cor-
respond to the attack sequence whose confidence level ex-
ceeded aprobability threshold in Step 1. Al-
though this pattern is more likely to occur it might not pro-
vide optimal solution in terms of either damage cost being
low or response cost being high. In either case, if the in-
voked response action fails to stop an intrusion, which is
indicated by the continuance of the corresponding intrusive
sequence, the response selection process will be triggered
again. This time with increased confidence level of the cor-
rect intrusive pattern.

The primary advantage of utility theory-based approach
is in its flexibility. TheRF values can be adjusted accord-
ing to one’s preference (employing utility function [4]). In
security-critical systems where exposure to external intru-
sion is more risky than possible inconvenience of users, we
might choose to assign lower values toRF , thus decreas-
ing the weights onPrrisk(S). In other systems, we might
prefer to avoid any additional response risk even at the cost
of losing information to the intruder (assign higher values
to RF ). Employing utility function also allows application
of different security policies to the same set of response ac-
tions depending on the current system state. As such a high
threat level can imply a use of utility function that adjusts
weights ofRF allowing deployment of more aggressive re-
sponses.

3.1 Adaptability

We consider the adaptability of the response mechanism
in terms of its ability to adjust to the changing environment
according to the response decisions previously issued by the
system, in particular, success and failure of the triggeredbe-
fore responses. In the event, the selected response succeeds
in blocking the attack, itsSuccess Factoris automatically
increased by one, otherwise, if the response fails to stop or
divert a potentially anomalous pattern, itsSF is decreased
by one to reflect this result. Note that the update of theSF
in case of failed response is performed after the monitored
sequence fully matched the corresponding anomalous pat-
tern to exclude the possibility of an error. This approach al-
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DC = 0.1 
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DC= 0.1 

DC = 0.1 

7 8 
DC = 0.5 DC = 0.4 

DC = 0 

5 

DC = 0.1 
Sequence RF SF # of repetitions of

each attack-pattern
2, 3, 1 0.9 1.0 2
2, 3, 5 0.5 0.8 1
2, 3, 4, 8 0.4 0.7 2
2, 3, 4, 7 0.7 0.8 1

(a) Example setting

Pattern seen:〈2〉 or 〈2, 3〉
Sequence RF SF Confidence level
2, 3, 1 0.9 1.0 (2/6) 0.33
2, 3, 5 0.5 0.8 (1/6) 0.16
2, 3, 4, 8 0.4 0.7 (2/6) 0.33
2, 3, 4, 7 0.7 0.8 (1/6) 0.16

Pattern seen:〈2, 3, 4〉
Sequence RF SF Confidence level
2, 3, 4, 8 0.4 0.7 (2/3) 0.66
2, 3, 4, 7 0.7 0.8 (1/3) 0.33

(b) Steps 1 & 2 (c) Step 3

Select the responses
Sequence RF SF Confidence level DC DC vs. RF
2, 3, 4, 8 0.4 0.7 (2/3) 0.66 0.7 (0.7*0.66)>0.4
2, 3, 4, 7 0.7 0.8 (1/3) 0.33 0.6 (0.6*0.33)<0.7→ do not respond

(d) Step 4

Deploy the best response
Sequence RF SF Confidence level EV
2, 3, 4, 8 0.4 0.7 (2/3)0.66 0.66 * 0.7 + (1-0.66)* 0.4 = 0.326

(e) Step 5

Figure 2. Example demonstrating the response selection process

lows to adjust response selection for the future occurrences
of this sequence and consequently, effectively adapts our
response system to the changing environment.

3.2 Illustrative example

Let sequences presented in Figure 2(a) together
with their graphical representation be a part of spec-
ifications representing anomalous patterns. Assum-
ing that complete monitored pattern is〈2, 3, 4, 8〉 and
probability threshold = 0.5 we determine the re-
sponse action following the steps defined in Figure 1:

1. Pattern observed: 〈2〉. We compute confidence level
for all sequences starting with prefix2 (Figure 2(b)).
Since none of the considered sequences has confi-
dence level exceedingprobability threshold
we continue to monitor system executions without tak-
ing any action.

2. Pattern observed: 〈2, 3〉. Now confidence
level is computed for sequences starting with pre-
fix 〈2, 3〉 (Figure 2(b)). Similarly, confidence

level of the considered sequences has not reached
probability threshold.

3. Pattern observed: 〈2, 3, 4〉. Now confidence level is
computed for only two sequences starting with pre-
fix 〈2, 3, 4〉 (Figure 2(c)). Since confidence level
> probability threshold, we select response
actions that follow the condition (2) (Figure 2(d)).
Since sequence〈2, 3, 4, 7〉 does not comply with this
requirement which means deploying its response may
cause more damage, it is eliminated from the further
consideration. We computeEV value for the other se-
quence (Figure 2(e)). Since only one response action is
left in this example, the last step is redundant, however,
we provide the computations to demonstrate the entire
response selection process. Finally, a response action
associated with the sequence〈2, 3, 4, 8〉 is deployed.

4 Experiments

Data. We evaluated our model using the 1998
DARPA/Lincoln Lab offline evaluation data. We used Ba-
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Attack Description Number Costs
of instances

Eject attack exploits a buffer overflow vulnerability in ’eject’ program. 16 DC = 1.0
RF = 0.4

Fdformat attack exploits a buffer overflow using the ’fdformat’ UNIX system command. 5 DC = 1.0
RF = 0.4

Ftp-write attack exploits FTP server misconfiguration. Remote FTP user creates .rhosts 2 DC = 0.5
file in world writable anonymous FTP directory and obtains local login. RF = 0.2

Table 1. Attack descriptions [10].
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Figure 3. (a) Average damage reduction. (b) Average damage reductionvs error (fdformat attack).

sic Security Module (BSM) audit records representing sys-
tem calls and corresponding network traffic data indicating
the attack starting points. For our experiments we used two
User-to-Root attacks that exploit buffer overflows:ejectand
fdformatand one Remote-to-Local attack:ftp-write. The
descriptions of these attacks and corresponding damage and
response costs according to the attack taxonomy by [8] are
given in Table 1. Each state in an attack trace is associated
with a damage cost; the overall damage cost of the trace
being the sum of damage costs of the states in the trace. Al-
though our model allows associating multiple response ac-
tions with one anomalous sequence, for evaluation purposes
we experimented with one response per sequence.

Results. Since the primary goal of this work is the intrusion
response model we assume that repository of anomalous
patterns is provided by the intrusion detection framework.
We performed several experiments focusing on the effect of
the cost-sensitive modeling and the preemptiveness of the
response in our model. As a primary criteria we defined
damage reductionmetric that shows the difference between
damage cost incurred by a full attack and a damage cost
caused by the prefix of the attack sequence (at the time of
the response). These measurements will be used to com-
pare the systems without the cost-sensitive modeling with

the one equipped with our response approach.
Figure 3(a) shows the average damage reduction for

eject, fdformatand ftp-write attacks with respect to the
probability threshold. The most significant dam-
age reduction for all attacks occurs with the lowest value
of probability threshold (0.4). A high value
of probability threshold forces system to require
more confirmation of the attack occurrence before a re-
sponse can be deployed and, consequently, may increase
the damage incurred by the late response. As such
probability threshold = 1.0 does not carry
any damage reduction and thus corresponds to the “cost-
insensitive” system.

It is important to note that all considered attacks have
similar damage reduction patterns with only curve differ-
ence. The difference in the graph can be correlated to the
average variability in attack-patterns with identical prefix.
The variability is computed as the weighted mean of the
prefixLength valuations where the weights are defined
by the frequency or number of attack-patterns with the same
prefix of a specificprefixLength.

V ariability =
1

N

∑
(prefixLength * numOfSeq) (4)

In the aboveN is the total number of unique sequences

6



0

10

20

30

40

50

60

0.4 0.5 0.6 0.7 0.8 0.9 1

Probability threshold

%

Average damage reduction Error

0

5

10

15

20

25

30

35

40

45

50

0.4 0.5 0.6 0.7 0.8 0.9 1

Probability threshold

%

Average data reduction Error

(a) (b)

Figure 4. (a) Average damage reduction vs error (ftp-write attack). (b) Average damage reduction vs error (eject attack).

of attack-patterns. A high value of variability indicates a
high number of sequences with unique prefixes. Clearly,
in this case the correct attack pattern can be recognized
early which would allow less damage to occur and there-
fore, would correspond to the higher damage reduction.

Figures 3(b) and 4 present a damage reduction against
two types of error:

• Early response error: Low threshold may force pre-
emption long before the distinguishing aspects of dif-
ferent attack-patterns are seen (prefix of multiple pat-
terns matches the sequence being monitored). As a
result, monitored sequence may eventually end up in
one attack-pattern while the response, selected and de-
ployed pre-emptively, may correspond to some other
attack. We will focus primarily on these type of er-
rors; however it must be noted that any pre-emption
can lead to such problems – the main challenge is to
allow flexibility and capability to fine tune thresholds
to vary pre-emption depending on prior results and se-
curity requirements.

• Never-seen-before sequence: when monitored se-
quence represents a novel pattern, although matches
a prefix of some existing anomalous sequence. We
claim that intrusion detection system is responsible for
detecting new attacks and their addition to the attack-
pattern repository. Responses can be attached only af-
ter the attacks are identified by the IDS.

As expected, the results show that the error decreases
with the increase ofprobability threshold value.
With the delay of response selection process increases a
confidence in some attack and consequently increases the
accuracy of prediction of anomalous sequence.

Figure 5 presents a damage reduction from the per-
spective of average sequence length on the example of
the ftp-write attack. Generally, damage reduction in-
creases with the increase in sequence length. We can
also note that this increase is more gradual for higher val-
ues ofprobability threshold (0.6, 0.8) and be-
comes very rapid forprobability threshold =
0.4. This again confirms the observation that low
probability threshold gives the highest amount
of damage reduction. There are two sudden changes in
graph patterns: one at sequence of size 8 and another at
sequence of size 9. They represent two data extremes. Se-
quences of length 8 are almost identical with slight differ-
ences (low variability) at the end. Therefore, to reach spec-
ified probability threshold system waits until al-
most the end of these patterns, resulting in low damage re-
duction. On the other hand, a sequence of size 9 has a very
unique pattern, allowing system to recognize it early with
little influence ofprobability threshold value.

For the above experiments, it can be inferred that the
systems focused on the significant damage reduction with
the ability to tolerate higher error level can set up a lower
probability threshold while systems more oriented on the
accuracy of the deployed response should lean towards
probability threshold value that is closer to 1.0.

5 Conclusion

In this paper we have presented a novel approach
to cost-sensitive modeling of the response for pattern-
based intrusion detection systems. The proposed model
allows preemptive deployment of the response actions
and their timely adjustment to the changing environ-
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(ftp-write attack)

ment. Via simulations we showed the dependency among
probability threshold, damage reduction and er-
ror values. Practically, this allows systems with different
security objectives to select an optimal combination of dam-
age reduction and tolerable error.

In our future work, we intend to investigate a possibil-
ity of incorporating into our model a hierarchy of responses
that will minimize the early response error. Automatic
mapping of this hierarchy to the attack sequences will be an-
other avenue of future research. In addition, we also plan to
focus on real-time implementation of our algorithm which
might give a deeper insight into the system advantages.
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