Automated caching of behavioral patterns for efficient runtime monitoring
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Abstract time monitoring utilizes the knowledge of normal and/or
abnormal system behavior and identifies problems if the
Run-time monitoring is a powerful approach for dynam- system execution deviates from known normal behavior or
ically detecting faults or malicious activity of softwarngss follows a pre-specified abnormal scenario.
tems. However, there are often two obstacles to the im-  In this aspect, run-time monitoring resembles intrusion
plementation of this approach in practice: (1) that devel- detection which aims at discovering malicious deviations
oping correct and/or faulty behavioral patterns can be a from the expected program behavior. In the intrusion
difficult, labor-intensive process, and (2) that use of such detection field existing approaches can be classified into
pattern-monitoring must provide rapid turn-around or re- (a)misuse-based (b) anomaly-based and (c) specification-
sponse time. We present a novel data structure, called ex-based [18]. The misuse-based technique relies on pre-
tended action graph, and associated algorithms to over- specified attack signatures, and any execution sequence
come these drawbacks. At its core, our technique reliesmatching a signature is flagged as abnormal. An anomaly-
on effectively identifying and caching specifications from based approach, on the other hand, typically depends on
(correct/faulty) patterns learned via machine-learninlg a normal patterns, and any deviation from normal is clas-
gorithm. We describe the design and implementation of oursified as malicious or faulty. Unlike misuse-based detec-
technigue and show its practical applicability in the domai tion, an anomaly-based approach can detect previously un-
of security monitoring of sendmail software. known abnormalities. However, it relies on a machine-
learning techniques which can only classify pre-specified,
] fixed-length behavioral patterns, and suffers from a high
1. Introduction rate of false positives [18]. A specification-based techaig
operates in a similar fashion to an anomaly-based method

Run-time monitoring is a proven technique for enhanc- i e - i
ing the dependability of a system. It observes the behaviorl" detecting deviations from the specified legitimate sys-
tem behavior. However, in contrast to anomaly detection, a

of the system during execution and detects anomalous devi- o . ) X
ations from normal or expected behavior. Early indications SPecification-based approach requires user guidance in de-
of these deviations from expected behavior are frequentlyV€!oPINg @ model of valid program behavior in the form of
useful from a dependability perspective. They may indicate specmcatlo_ns. This process, t_hough tedious and reliant on
possible movement of the system from a safe to an unsafe/S€r expertise, can handle variable-length sequencesand i
state (e.g., from an aerodynamically stable to unstable sta therefore, more accurate than an anomaly-based technique.
[16]), from a secure to an insecure state (e.g., a sequence of N thiS paper, we present a monitoring technique which
system calls characterizing behavior of malicious intrude COMbines the advantages of two intrusion detection ap-
[13]), or from a low-risk to a high-risk state (e.g., an un- proaches: anomaly-based and sp.eC|f|cat|o.n-based_ detec-
expected load of users [7]). By providing early warning tion. Instead of m_anually developing possible, variable-
of possible, imminent risk in the dynamic execution envi- [€ngth, legal behavioral patterns of a system, the approach
ronment, run-time monitoring is able to complement efforts "€li€s on a machine-learning technique to automatically
to increase dependability of software via traditionalitegt ~ ¢lassify system behavior at runtime esrect or incorrect
and sound software development practices. In essence, rur2Nd infer classification of variable-length sequences.

To efficiently maintain the results of classification, we
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by the machine-learning technique into variable-length pa

: Exact-based  Anomaly-based
terns and memorizes them for future reference. In our Detection Detection
framework, we have twdexact : one for storing normal : —
patterns and the other for abnormal patterns. Sequences are
classified usingexact , and the machine learning algorithm
is only invoked if necessary. The following summarizes the
contributions of this work:

Machine-
No Match : i | Learning | :
: |Algorithm) :

Failure
Patterns : Sequence

1. Exact structure. Exact graph allows compact and
precise representation of variable-length sequences.

2. Automatic development of specificationg/hile the
machine-learning technique automatically classifies
fixed-length patternsExact caches the results of
classification in such a way that variable-length se- Figure 1. Framework architecture.
guences can be classified in the future.

3. Efficiency.We describe efficient algorithms for inser-
tion of new patterns int&xact graph and identifica-
tion of existing patterns usingxact graph.

However, such manual development of specification is te-
dious and requires expert-knowledge. In contrast, we pro-
pose to generate specifications in the form of variable-
length patterns automatically classified via machine learn

ing. Specifically, we use one-class support vector ma-
chine (SVM), capable of classifying fixed-length patterns,

The reminder of the paper is organized as follows: a
brief overview of related work is given in Section 2. An
overview of the integrated framework and its components >'" - ST . :
are described in Sections 3, 4 and 5. Analysi€réct to |de_nt|fy pattern-classification and mfer_the classtiima
followed by the experimental results are presented in Sec-Of variable-length patterns from aggregation of the result
tions 6 and 7. We conclude with the discussion of the sig-  While the sliding window technique is a common way of

nificance of the results in Section 8. modeling system data, there have been several approaches
to dealing with variable-length patterns based on suffix
2. Related Work trees [4, 15, 12, 6]. Eskin etal [6] proposed an approach for

The practical benefits of the automatic detection of soft- determining optimal sliding window size based on Sparse
ware errors and vulnerabilities have been noted by manyMarkov Transducers (SMTs) extension of probabilistic suf-
researchers, and a number of techniques ranging from statidix trees, that allows to consider a mixture of possible trees
program analysis [20, 10] to run-time monitoring of soft- and estimate the best tree for the given data. While the
ware executions [5, 11, 2] have been proposed over the lasProposed algorithm provides a good prediction for variable
two decades. In the field of dynamic analysis for de- length patterns in a particular data set, it is static in reatu
tecting source-code errors, Ernst et al. [5] have developed@s it does not allow an update of the prediction tree as more
a dynamic invariant detection technique to determine fault System data becomes available.
revealing properties of programs. Subsequent work by Han- . s
gal and Lam [11] used this technique to detect code errorss' Multi-Level Classifier
by dynamically extracting invariants and checking for thei Our model for monitoring execution sequences of a soft-
violations through program execution. More rigorous work ware system consists of a two-level classification mecha-
in this direction was done later by Brun et al.[2]. These nism (Figure 1). Sequences in this context are defined over
approaches are close in spirit to dynamic program analysisthe observable actions performed by the system, e.g., com-
and are specifically designed to detect errors in source;cod mands issued by a controller or system calls invoked by a
while our approach relies on observable system behavior. device driver. Specification of correct/legal and faulty be

The approach used in this paper was inspired by the tech-havioral patterns are provided in the first level in the form
nique proposed by Sekar et al. [18]. Their work aimed of Exact . If the sequence to be monitored matches the
at augmenting machine learning technigues with high-level specifications, the second level classification is not iedok
specifications to achieve a high degree of precision in de-A sequence that matches legal specifications is allowed to
tecting anomalies in software behavior. The authors showexecute unaltered while a faulty sequence is blocked and/or
that the sliding window technique [9] using a machine appropriate actions (such as intrusion response) are fired.
learning algorithm may be excessively error-prone due to  If the sequence isiot found in the specification mod-
its inability to classify sequences of varying length. They ule, the second-level classifier is used. We then rely on
thus manually develop high-level specifications (as finite machine-learning techniques to determine whether the se-
state machines) of software systems and annotate thenguence is normal or anomalous. In either case, the sequence
using information learnt via machine-learning techniques is recorded in the correspondifigzact specifications for



future reference. In the domain of software reliability mon Definition 2 (Validity) A sequencey, sa, ..., s, issaidto

itoring, a faulty behavior may result in re-visiting the re- be valid ifs; € Sy, L(s1) = o5 and

guirements and correcting the implementation. In that,case

the revised implementation can be monitored against prior 3k V1 <i <n: s; 5 s;11 A (05[k] = 1 Aoy[k] = 1)

faulty behaviors, recorded in the specification, to rule out

the presence of the same errors. In words, there exists a specific element in the vector-
One of the important features of our model is that the label of each transition in this sequence and the vector-

technique can be deployed with empty or partially filled identifier of the start state which is equal to 1. Furthermore

Exact in the first level. As more sequences are classified via transitivity, if s;, s;+1,..., s+, iS a valid sequence
by the second level, thexact -level is populated automat- ands;, sj+1, .. ., Sj+m iS another valid sequence such that
ically. In addition to acting as a cache for pre-specifiedcla  siyn = s; thens;, siy1,. .., S@4n)—1, 54, Sj41, -+ Sjtm

sification resultsExact also allows future classification of is also a valid sequence.
patterns of any size. Also note thBkact is similar to
low-level specifications of system behavior. In other words ~ Validity takes care of unbounded (one or more) repe-
the framework is generating specifications of system behav-tition of the alphabets in a sequence, e.g., in Figure 2(a)
ior automatically. ThesE&xact specifications can also be 51, 52, 83, 52, 83, - . . IS a valid sequence. In the abowvg,is
used to retrain the second-level classifier as more new patsaid to be the root of the loop. A sequence represesetitg
terns become available. from a loop is classified asrewsequence starting from the

. root of the loop. In Figure 2(a)ks, s4, ss, . . . is the valid
4. Extended Action Graph sequence exitipng from the loop rootedsat Note that the

Exact is used to record previously classified behavioral transitivity relation in Definition 2 can be used to identify
patterns. IrExact , which is a graphical representation of valid sequences with bounded repetition (from a valid se-
multiple sequences of varying length, states are annotateadjuence with finite looping and a valid exit sequence). For
by observable actions of the system to be monitored, and aexample in Figure 2(a},, s2, s3, 2 andss, s4, s5 are valid
sequence of states represents a behavioral pattern. sequences and they form, via transitivity, a new valid se-
quencess, sz, 3, 52, 54, S5.

Definition 1 (Exact) An Extended Action GraplE is
(S, So,—, %, L) where S is the set of statesSy C S is
the set of start stateg; is a set of binary numbersC
S x ¥ x S'is the set of transition relations,ad: So — X
is a mapping of start states to a binary vector.

Searching and constructingexact  Figure 2(c) presents
the algorithm to find out whether a given sequence is a valid
sequence irfexact . Procedurerat ch takes as input the
given sequence;__ , a bit-vectorand theExact and re-
turns true if the sequence is a valid sequenc&iact .

A sequence irExact is represented by, so, . . . s, Exact is deterministic, i.e., for every pair of states there
where eachs; has a transition ta;,;. Consider the ex-  €Xists at most one transition. Absence of non-determinism
ample in Figure 2(a). The action graph, that was generatedMakes the complexity of searching for a valid sequence lin-
by three sequences, ss, s3, so, and ss, s4, S5, 81, 53, S6, ear in the size of the given sequence and in terniafct
ands,, s3, 56, has six states and two start statesandss. size, the worst case complexity@n x s) wheren is the
Each transition and the start states are labeled by a binanp€duence length ands the number of states ixact .
vector; e.g..L(s;) = 101. However, not all the sequences Figure 2_(d) presents the algorithm for insertion of a new
in Exact are classified as valid, and valid sequences form Sequence ifexact graph. Procedurensert takes as ar-

a superset of the known sequences. In the above exampleJuments the sequence to be inserted, a bit vecientify-
s1, $2, s3 andsy, s3, s are valid patterns, and the graph also ing the new sequence and the gr&ptact . The procedure

contains the sequeneeg, so, s3, s¢ Which is not valid. mat ch is always invoked before inserting any new sequence

To rule out invalidity, we use the transition labek X, to avoid duplicate insertions. As such, the worst case com-
a binary vector, whosg-th element is denoted by(k]. If ~ PlexityisO(n x s) wheren is the sequence length ands
there exists a transition; 75 s; whereo;[k] = 1, then the number of states ixact .

si, s; are said to be consecutive alphabets iniké valid lllustrative Example Let sy, s9, s3, S, S2, 4, 55 be a se-
sequence. Note that the first sequence is identified by setquence to be inserted in the examg®act in Fig-

ting the rightmost bit to 1, i.e., 001 is the identifier for the ure 2(a). First we break the sequence up into substrings
first sequence, 010 is the identifier for the second sequence, sz, s3, s, s2 (Up to the first repeated alphabef) and

and so on. In Figure 2(a},, s» are consecutive states in s, s4, s5 (following the transitivity rule). Then we insert
the first pattern whiles;, s3 are consecutive states in the these two subsequences following these steps:

second and third valid sequences. Every valid sequence is

assigned a start state; is the start state of the second valid 1. This sequencey, ss, s3, sg, S2 IS Not present in the
sequence. Formally, a valid sequence is defined as follows: Exact graph shown in Figure 2(a) as there is no



1:void insert(s;. .. 1, m, E){
2: intml=set(1); /Mmlis all 1's
3: if matchg;.. . r, m1, E) return;

1:bool matché;... x, m, E){ 4: makestart(s;, So); updateL(s;, L, m);

2:0f (s; € So)&& (51 % s141) { 5o int i=l;

3: if (m=m&o; & L(s;)) && (M!=0) { 6: while (ijk) {

4: int i=l+1; visited(s; ) = true; 7:if (visited(s;)) {

5: while (i<k) { 8 reset(visited); m=mj;l;

i oy 9: inserts;. .. &, m, E);

6: if (s = sip1) { 10:  return;

7 if (m=m & 0;)&&(m!=0) { 11: }//end of ifthen

8 i=i+1; visited(s;)=true; } 12 else{

9: elseifvisited(s;) { 13:  visitedé;)=true;

10: reset(visited); m=set(1); 14:  update;, s; 11, m, E);

o1 11: return match;. . x, m, E); 15: =i+l )

12} 16: } // end of if-else

13: } else returnfalse; 17:} Il end of while

14: } I/ end-while 18: return’;

15: return true; 193

16: } elsereturnfalse;

@ 17:} else returnfalse; 20: void updateé;, s;, m, E){
010 183} 21: if (s 2 s; EE)o =0 |m;
@ 22: elseconnectg; — s;, E);
23}
(b)
(c) (d)

Figure 2. (a) Example of aftxact graph. (b)Exact graph in Figure 2(a) shown after insertionsaf ss, s3, sg, s2, 54, $5. (C)
Pseudo-code fdExact search. (d) Pseudo-code fxact insert.

transition fromsg to so. Thenmat ch algorithm (Fig- graph is shown in Figure 2(b).

ure 2(c)), in this case, makes aarly detection of

its absence as thg preﬁ:x, s2,83,56 Of the given se- 5 Second-level Classifier

guence is not valid in the exact. Observe that, for _ _ _ _

this prefix, bit-wise “and’-ing of the transition labels ~ Any machine learning technique can be applied as a
and the start state label results in 0 (1LAND 001 second-level classifier in our framework. For our case
AND 001 AND 110 = 000, see Figure 2(a)) and our Study, we used one-class SVM which allows usageref

mat ch algorithm (Figure 2(c)) returns false. As such, labeled data As opposed to its classical version, two-class
s1, 82, 83, 86, 2 IS inserted as a new sequence. Further, SYM [19], one-class SVM relies on maximally separating
ass; is already present in the set of start states, its start-all data from origin using a hyperplane [17].

state label is updated using the new sequence identifier The unlabeled data, in our case, are sequences of observ-
1000. Recall that the identifier for the first sequence is able actions representing the system behavior we are inter-
001, identifier for the second sequence is 010 and for€sted in monitoring. Observability may be defined in dif-
the third sequence is 100. As such the identifier for the ferent ways in different application domains; for example,
new (fourth) sequence is 1000. in-flight stability or collision avoidance controllers, wse

. Each transition of the new sequence is addézktct the SVM to classifypairs of input and output control sig-
graph with identifierl000. We start with transition ~ nals[14], while in host-based software intrusion detection,
s1 — so. Italready exists in the graph and its identifier we are interested in classifyirggquences of system calls

is 001. Applying bitwise-ORof the existing and new For the purpose of discussion, we illustrate the applica-
transition label we obtain001 and update the transi- tion of SVM classifier via an example. Let the observed
tion with this new label (Figure 2(b)). We continue in input stream be stream = sy, s2, 83, 52, 83, 54, 52 and

this fashion until we reach transition substrifng s-. Exact in Figure 2(b) failed to recognizest r eamas a
There is no transition betweeg ands-, therefore, a  valid sequence. First, we break-ligt r eam following
new transition §g — s3), is added with the lab&l000. the transitivity relationship in Definition 2 of Section 41,

. Due to the repeated appearancegfthe second se- Seq; = si, 52, 53, 52 andSeq, = s2, 53, 54, 52. Note that

quencess, s4, s5 IS set up to be inserted as a new se- the break-up pointis at which appearsieq; andSeqs,

guence with a new sequence numhéf00. However, and is the first alphabet to be repeated &t r eam SVM

its insertion is avoided as the sequenrges,, s5 is al- can only take fixed length sequences as input and as such

ready a valid sequencelixact . The update@xact we apply classic sliding window technique to provide in-
puts to the SVM. Let the sliding window size be 3, then



W=7, 1=4

Exact sequences;, s2, s3, 54 & 54, S5, S6, ST
Combined sequencey, sz, s3, S4, S5, S6, S7
SVM sequencesy, s2, 3, S4, S5, S6, ST

(a)Exact vs Backend-SVM W > L

SVM se

W =3, L=5
Exact sequencedy, sa2, $3, 54, S5
Combined sequencej, s2, s3, S4, S5

(c) Exact vs Backend-SVM W < L

quencessy, s2, 53 & s2,53, 54 & 83,54, 85

W=4,1=3

Exact sequencesy, sz, s3 & s3, 54, S5
Combined sequencej , s2, s3, sS4, S5

SVM sequencess, s2, $3, s4 & s2, S3, S4, S5

(b) Exact vs Backend-SVM W > L

Incomin

SVM se
(d) Qur

W=6,L=3

Exact sequences;, s2, s3 & $3, 54, S5 & S5, S6, ST

g sequencedy, s2, s3, 84, S5, 56, S7

quencessi, sz, 83, 84, S5, S6 & 82, 83, 84, S5, 56, ST

franewor k vs Backend- SVM

Figure 3. E

SVM is fed with subsequences: @), so, s3, (ii) s2, 83, 2
(from Seq;), (iii) s2, s3, 84 and (iv) ss, s4, s2 (from Seqs,).
Finally, Seq; andSeq, are termed as normal iff all their

subsequences are classified by SVM as normal. Note that,

break-up ofSeq, andSeq, using sliding window does not
adversely effect end result, i.e., if any subsequen&eof

or Seq, is classified as anomalous, then the corresponding

sequence is conservatively classified as anomalous.

6. Analysis of Exact
As Exact represents variable-length sequences, the

comparison with models based on the fixed-length patterns

is challenging, with the main challenge being the diffeeenc

in the number of fixed-length and variable-length sequences
generated from the same data set. The comparison is also

aggravated by the fact that classification of variabledkeng
patternsirExact depends entirely on the underlying fixed-
length classifier (SVM in this case).

In this section, we present a comparative study of the
number of sequences being examinedBxact and the

SVM classifier. We consider two possible cases: one where

the SVM, used in conjunction witliexact , acts as the
backend for our framework (backend SVM) and the other
where SVM acts alone (stand-alone SVM). The comparison
will form the basis for results presented in the Section 7.
For the purpose of analysis, we will consider the aver-
age length ofexact sequencedg which computed using

xamples

and classification of one SVM sequence influences the
classification of: Exact sequences.

Secondly, consider the case wh%égT1 is not a whole
number, i.e. theéExact sequences is not a integer-
multiple of SVM sequences. Let be the smallest
number ofExact sequences suchthat — (z—1) >

W andvy < z : yL — (y — 1) < W. Therefore, the
number of SVM sequences corresponding xact
sequencesis;.L—(z—1)-W+1 = z(L—1)-W+2.
Then the number dExact sequences is greater than
the number of SVM sequencesif< =2; otherwise

the number of SVM sequences is greater or equal to the
number ofExact sequences (example in Figure 3(b)).
In the case of the former, one SVM sequence classifi-
cation influences oné&xact sequence classification
while in latter, one SVM sequence can potentially ef-
fectz Exact sequences.

W < L: The number ofExact sequences is less
than the number of SVM sequences (example in Fig-
ure 3(c)). Specifically, the number of SVM sequences
corresponding to onExact sequencei§L —W +1)

and therefore, one SVM sequence classification can ef-
fect the classification of onéxact sequence.

2.

Our framework vs. Stand-alone SVM. Next, we consider
the number of sequences examined by SVM ifit is deployed
alone. Given that the total length of the input streamds

the weighted mean where the weight of a length denotesthe total number of SVM sequencesVs— 15 — W + 1. If
the number (frequency) of sequences of the correspondingyo same input stream is input to our framewor&xact

length. Let the fixed sliding window size of SVM BE.

Exact vs Backend-SVM. The two possible scenarios of
interestardV > L andW < L. ForW = L, the number
of Exact sequence and SVM sequence is identical.

1. W > L: In this case, severdixact sequences are
combined to form one SVM sequence (example in Fig-
ure 3(a)). Consider first the case wher&xact se-
guences fiexactlyin one SVM sequence of siZé’.

In other wordsg: L — (x — 1) = W (the subtraction of
x — 1 from x L is required to account for overlap be-
tween two consecutivExact sequences). Therefore,

z = W= In other words, the number @&xact se-

with backend-SVM —the total numberBkact sequences
is(IS-1)/(L-1),ie. (N+W —=2)/(L—-1). The
number of sequences examined by SVM alone is greater
than the number oExact sequences in our framework if
N > (W —2)/(L — 2) (example in Figure 3(d)).

Also, note that ifiV < L, the number of sequences ex-
amined by SVM, when deployed alone, can be potentially
greater than the number of sequences examined by SVM,
when deployed in conjunction witkxact . Specifically,
the situation requiresv > L — W + 1 and can be ex-
plained from the fact that number of sequences classified by
backend-SVM depends on the numbeEgfct sequences

guences is greater than the number of SVM sequenceswhenW < L.



Number of stand-alone SVM Exact (variable-length sequences)
snsndmailcp| decode| fwdloop | snsndmailcp] decode]| fwdloop

Normal sequences in train data set 30792 | 30792 30792 3314 3314 3314
Sequences in test data set 1098 2983 2499 78 405 204
Anomalous sequences in test data set 264 741 387 24 92 43
Table 1. Information on sendmail normal and intrusive trace data sets
| | Snsndmailcp| deCOde | f\NdIOOp | —classification at second-level (machine-learning)
Exact of normal specifications] 5 16 13 . \; dassifiation at Exactlevel
Exact of faulty specifications 14 31 39

Table 2. Max. length of Exact binary vectors

7. Case Study

We evaluated our model in the security domain using
synthetic sendmail data provided by the UNM [8]. Send- OB OO DL LLL S PP P
mail data is an unlabeled collection of system calls. It con- Mumber ofsequences (varebietenat)
sists of a normal data sets which contain only legal patterns
and trace data sets containing normal patterns as well as
anomalies. We considered three intrusion trace data sets:
snsndmailcp, decode and fwdloops. The one-class SVM
classifier was trained on the normal data set (training set), %
tested on the trace sets (test sets) and implemented using
libsvm tool [3] and the window size of 8.

Number of found matches

Figure 4. Initialization: empty  Exact

Data Sets. Table 1 presents the pattern of data being used
for evaluation pupose in terms of number of sequences. 5
The training data set contair3792 normal fixed-length
sequences. On the other hand, udiixgact , the number L 26 51 70 101126 151176 201 226 251 276 301,326 51,870 401
of variable-length sequencesd814. The decrease in the T
number of sequences is due to the fact tBaaict parti- Figure 5. Populating Exact
tions sequences using repetitions and as such can handle

variable-length sequences (see Section 4). We then pro- 1. Both Exact graphs representing normal and abnor-
cessed the normal and abnormal patterns of the test data set ~mal specifications are initially empty

to generate two test sets: one for stand-alone SVM, contain- 2. Partial specification is available initially, i.e., the

ing fixed-length sequences obtained through sliding win- Exact graph corresponding to a normal specification
dow technique, and one fdixact , containing variable- is populated with 10% of the patterns from the normal
length sequences generatediact fashion (row 2 in Ta- data set.

ble 1). Finally, the last row shows the number of sequences

that are in the test data set but are not present in the ttpinin The results for both scenarios correspondingécodein-

data set. For example, out 0698 fixed-length sequences trusion are presented in Figures 4, 5 and 6.

for snsndmmai | cp, there ar&64 sequences which are not Figure 4 shows the frequency at which both levels

present in fixed-length sequences of training data. For theof classifiers Exact and backend SVM) were invoked

purpose of evaluation, we can conservatively assume thafor classifying the incoming sequences. Since simulation

seguences not present in the training data set are anomastarted with an emptixact graph, almost every incoming

lous; the goal is to identify all such anomalous sequences. sequence is classified at the second-level classifier. How-
Table 2 presents the maximum length of binary vectors ever, the access rate of second-level classifier rapidly de-

after buildingExact graphs on data sets, i.e., the number creases as more patterns were stored irethect . Con-

of distinct variable-length sequencedxract . sequently, the number of sequences classified dEtlaet

Efficiency. In these experiments we focused primarily on level increases. Figure 5 shows the number of new patterns

the rate of populating thexact with normal(legal)andab- added to the emptfgxact over the same run of decode

normal(anomalous) patterns. To evaluate our technique wetrace set. The majority of patterns were recorded within

monitored the stage at which each sequence was classifiecabout 200 sequences (out of 405 total sequences). After

We examined two scenarios: that, almost all patterns were found at theact level.



Total time(sec) Backend SVM
running time(sec)

— classification at second-level (machine-leaming))

- = classification at Exact level EXaCt Wlth empty SpeCS 16 12
* Exact with partially
20 .. - populated specs 7 5

-
&5

Table 3. Running time( decoddntrusion).

Number of found matches
N
5

amining it, we notice that prediction results are slightly
different from the corresponding percentanges given in Ta-

?

0
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Number of sequences (variable-lengih) ble 4. For example, the detection rateksfact for snsnd-
mailcp intrusion given in fixed-length patterns is 98% while
Figure 6. Initialization: Exact partially popu- the corresponding number of detected variable-length se-
lated with 10% of normal sequences qguences is 24 out of 24. This happens when several SVM

] ) sequences, including those that are correctly classified as
The result corresponding to the second scenario wheréynomalous and those that represent missed intrusions, are

the normaExact graph is partially populated is shown in - ¢ompined into on&xact sequence resulting in an anoma-

Figure 6. As opposed to the previous figure, the access rat§y,sexact sequence and providing a higher detection rate.
of the second-level classifier in the beginning of the run is An opposite scenario is represented tigcode in-

Iow while theExac'g graph access rate is high. Th.'s IS ex- trusion, where the detection rate in fixed-length patterns
plained by the partial presence of the sequences in the nor-

o . . is 100% which corresponds to 90 out 92 variable-length
malExact specifications. However, since only partial nor-

e Exact sequences. Closer inspection reveals that the re-
mal patterns were added to the specifications, the second- 9 b

o . sult is as expected and can be explained by the fact that
level classifier was still accessed whenever new normal or

. . . Exact records sequences depending on the classification
anomalous sequence is found. In this scenario we bene-

. . e . result from backend SVM classifier. There are a couple of
fited from the available specifications having populated the occurrences of one particulxact sequence in the test
SE;(?C,{:) Isr:oarg\/:rs]f;fic-irehrﬁ ﬁgr?]rgir:%? ﬂ:tzﬁrst'(lfrggg %D?eeces'data set which is not present in the training data set. Hence,

y to store P . ... this sequence is classified as an anomaly (counted as one of

pracessing time for .4.05 sequences was 2 “”T'es faster Wlththe anomalous patterns among 92 anomalies: see Table 1)

the populated specifications (7 sec) than with the emptyI ) '

P o o t turns out that the length of the sequence due to two
specifications .(16 Sec). AISQ’ '.t Is the SVM classifier ac- consecutive identical system call-invocations. As sueh th
cess that requires most of this time.

SVM using sliding window size8 does not consider this
Accuracy. As theExact graph provides a succinct rep- sequence independently; instead it combines the sequence
resentation of learned through machine-learning tecteniqu with another (nextgExact sequence and performs classifi-
variable-length patterns, we focused in these experimentsation. As the combined sequences are classified as normal
on the comparison of the accuracy of our structure to the by SVM, theExact also records the combined sequence as
accuracy of SVM tested on a model built using the sliding normal. This is acceptable as the main purposExaict
window technique. For evaluation purpose we consideredis to memorize variable length sequence and closely follow
detection ratgratio of detected anomalies to the total num- SVM classifier. Note that if the SVM classifier used win-
ber of anomalies presented in the set) taiske positive rate  dow size of 2, then the above scenario would be removed.
(FP) (normal instances incorrectly identified as anomaglous The number of variable-length sequences falsely recog-
As Table 4 show, classification results of fixed-length pjzeq as positive ifExact is also different from the corre-
patterns for stand-alone SVM arfitkact integrated with  g56nding percentage given for fixed-length sequences. This
SVM are similar. For example, fansndmai | cp, the s que to the fact that several SVM sequences can represent
detection rate i88% for both stand-alone SVM and back-  negxact sequence, thus significantly reducing the total
end SVM used irExact . The results confirm the fact that - nymber of variable-length sequences in comparison to those
Exact structure, while recording variable-length patterns, i, fixed-length. The detailed analysis of this dichotomy was
truly represents information given by the backend classifie presented in Section 6. At the same time, manual inspection

in compact fashion. The existing 1-2% variation in the re- of these results showed that a number of FP sequences in
sults is explained by the potential difference in the number gy 5.+ fully comes from the backend SVM.

of sequences examined by stand-alone SVM and back-end
SVM used inExact (see Section 6).

The classification results are also given in terms of
variable-length patterns stored Bxact (Table 5). Ex-

While the trade-off between the number of detected and
the false positives is inherently present in many machine
learning algorithms including SVM, this error can be effec-
tively reduced with guidance from normal specifications. In
Laverage over 10 runs. fact, populatingexact even with the small number of nor-




stand-alone SVM Our framework (results from the backend SVM based on fixedtte seqs)

snsndmailcp| decode| fwdloop | snsndmailcp] decode | fwdloop

Detection rate 98% 99% 99% 98% | 100% 100%
FP rate 11% 7% 10.7% 13% 8% 10%

Table 4. Accuracy of classification with empty Exact shown in fixed-length sequences.
emptyExact Exact populated with 10% of normal sequences
snsndmailcp| decode | fwdloop | snsndmailcp| decode | fwdloop

Number of detected sequences24 outof 24| 90 outof 92| 42 out of 43 24 90 42
FP sequences 21 outof 54 | 62 out of 313 | 75 out of 161 0 1 9

Table 5. Accuracy of our framework classification shown in va riable-length sequences.

mal patterns reduces the number of false positives signifi- [2] Y.Brunand M. Ernst. Finding latent code errors via maehi
cantly (Table 5). Since the overall variability of sendmail learning over program executions. IIBSE 2004.
behavior is small, even approximately 10% of normal se- [3] €--C. Chang and C.-J. Lin. Libsvm: a library for sup-

. - port vector machines (version 2.31). Available from
guences leads to recognition of majority of normal patterns http:/f csie.ntu.edu. w/gjin/ibsym/”.

However, generally a greater variability in process bebravi 4] H. Debar, M. Dacier, M. Nassehi, and A. Wespi. Fixed vs.
might require a larger set of normal patterns to improve the variable-length patterns for detecting suspicious protes
accuracy of classification. Note that &xact with par- havior. INESORICS '981998.

tially populated normal specification does not affect the de  [5] M. D. Ernst, J. Cockrell, W. G. Griswold, and D. Notkin.
tection rate. This is because abnormal, incoming sequences ~ Dynamically discovering likely program invariants to sup-

; ; port program evolution. IHEEE TSE volume 27, 2001.
are still recogmzed as unknown and processed by SVM as [6] E.Eskin, W. Lee, and S. J. Stolfo. Modeling system cails f
they would be if theExact graphs were empty.

intrusion detection with dynamic window sizes. DWSCEX

i II, 2001.
8. Conclusion [7] S. Fickas and M. S. Feather. Requirements monitoring in
We present fast online classification of run-time be- dynamic environments. IRE, 1995.

havioral patterns for software systems based on the com- [8] S. Forrest. Computer immune systems, data sets. Alailab
bination of specification and anomaly-based approaches. (g gf’,r:norrr‘étsﬂ:/g"_'ﬁ‘_"’l'_fgf'r‘#%?fgf”ggnnfg;g;fgzng_SIT)'%E;
We show that memorization of cl<':_135|f|cat|or_1 results from A sense of self for Unix processes. $'96 1996.

the SVM classifier can be effectively applied to gener- [10] R. Gopalakrishna, E. H. Spafford, and J. Vitek. Effitign
ate (partial) specifications automatically. We introduoe t trusion detection using automaton inlining.S$# '05 2005.
data structur&xact for recording specifications and de- [11] S. Hangal and M. S. Lam. Tracking down software bugs

i ; ; ; ; _ using automatic anomaly detection. [RSE '02 2002.
velop efficient algorithms for insertion and matching of se [12] A. P. Kosoresow and S. A. Hofmeyr. Intrusion detectiam v

guences. Finally, our experimental results indicate thiat o system call tracedEEE Software14:24-42, 1997.

technique can be effectively applied in practical settimg i [13] Y. Liao and V. R. Vemuri. Use of k-nearest neighbor

the domain of intrusion detection. classifier for intrusion detection.Computers & Security
Recently, Bowring et al. [1] proposed a technique to pre- 21(5):439-448, 2002.

dict program behavior by modeling program executions as [14] Y- Liu. S. Yerramalia, E. Fuller, B. Cukic, and S. Gurjara
Adaptive control software: Can we guarantee safety? In

Markov models and merge similar/redundant models using COMPSACpages 100-103, 2004
clustering. In future work, we plan to investigate the effec [15] C. Marceau. Characterizing the behavior of a prograimgus

of incorporating Bowring’s approach into the generation of multiple-length n-grams. INSPW pages 101-110, 2000.
Exact graph, specifically by annotating stochastic infor- [16] A. Mili, G. Jiang, B. Cukic, Y. Liu, and R. Ayed. Towards
mation with eactExact transition. the verification and validation of online learning systems:
i ; . General framework and applications. HiCSS 2004.

.f.Antcher;Tpor;afm ?,:/enue OL.fUtu{e trss.eamh Is_ttheTC#ls [17] B. Scholkopf, J. Platt, J. Shawe-Taylor, A. Smola, and
sflication or tound faults according to their severty. 1his R. Williamson. Estimating the support of a high-
can help to explain the cause of an abnormality once itis de- dimensional distribution. Technical Report 99-87, Mi@fts
tected usindexact specifications. We also plan to enhance Research, 1999.
the efficiency of our approach by combining tEzact [18] R. Sekar, A. Gupta, J. Frullo, T. Shanbhag, A. Tiwari,
graphs for normal and faulty specifications to supgarty H. Yang, and S. Zhou. Specification-based anomaly detec-
identification of sequences as normal or abnormal. tion: a new approach for detecting network intrusions. In

CCS 02 2002.
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