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Abstract

This chapter introduces an analysis process that combines the different perspectives
of systemdecomposition with hazard analysis methodsto identify the safety-rel ated use
cases and scenarios. It arguesthat the derived safety-related use cases and scenarios,
which are the detailed instantiations of system safety requirements, serve as input to
future softwar e ar chitectural evaluation. Furthermore, by modeling the derived safety-
related use cases and scenariosinto UML (Unified Modeling Language) diagrams, the
authors hope that visualization of system safety requirements will not only help to
enrich the knowledge of system behaviors but also provide a reusable asset to support
system development and evolution.
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I ntroduction

This chapter defines atechnique to identify and refine the safety-related requirements
of a system that may constrain the software architecture. The purpose of the approach
presented here isto provide arelatively complete set of scenarios that can be used as
areusable asset in software architectural evaluation and software evolution for safety-
critical systems.

For thispurpose, wewill identify, refine, and prioritize the safety-related requirements
intermsof scenariosby using safety analysismethods. Theresulting scenarioscan serve
asinput to softwarearchitectural evaluation. By eval uating variouskindsof architectural
decisions against the input safety-related requirements, the evaluation approach will
assist in the selection of an architecture that supports the system safety. The resulting
scenarios are reusabl e during software evolution. By reusing those common scenarios,
and hence the common architectural decisions, the cost of development and thetimeto
market can be reduced.

The objective of this chapter is to introduce a technique that:

(1) Identifies and refines the safety-related requirements that must be satisfied in
every design and development step of the system,

(2) instantiatesthe nonfunctional requirement —safety —into misuse casesand misuse
scenarios that are further modeled by UML, and

(3) provides areusable asset — utility tree — that may either support the engineering
decision making during software devel opment or becomeinput to future software
architectural evaluation.

Background

Currently many safety-critical systems are being built. Some safety-critical systems
include software that can directly or indirectly contribute to the occurrence of a
hazardous system state (Leveson, 1995). Therefore, safety is a property that must be
satisfied inthe entirelifetime of safety-critical systems.

Though safety is the key property of the safety-critical systems, some aspects of the
system are not related to safety. A software requirement can be categorized as a safety-
related requirement if the software controls or contributes to hazards (L eveson, 1995).

Identifying those safety-related requirements can guide the engineers to explore the
most critical parts of the system and allocate development resources efficiently.

Two existing software safety analysismethodsare adapted in thischapter toidentify and
prioritizethe safety-related requirementsfor thetargeted system (L u, 2003). OneisOne
is Software Failure Mode and Effect Analysis (SFMEA). SFMEA is an extension of
hardware Failure Mode and Effect Analysis (FMEA) which has been standardized
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Table 1. The entries of SFMEA

Item [Failure mode |Cause of Possible effect  [Priority Hazard reduction
failure level mechanism

(Military Standard, 1980). SFMEA iswell documented (Reifer, 1979; Lutz & Woodhouse,
1997) though thereisno standard to guide performing SFMEA. SFMEA worksforward
to identify the “cause-effect” relationships. A group of failure modes (causes) are
considered and the possible consequences (effects) are assessed. Based on the severity
of the effect, the possible hazards are identified and prioritized. SFMEA uses tabular
format. Sometypical entries of SFMEA aredepicted in Table 1.

The other is Software Fault Tree Analysis (SFTA). SFTA is an important analysis
techniquethat hasbeen used successfully for anumber of yearsandinavariety of critical
applications to verify requirements and design compliance with robustness and fault-
tolerancestandards. Historically, fault treeanalysishasbeen applied mainly to hardware
systems (Raheja, 1991), but good resultshave been obtained in recent years by applying
the technique to software systems aswell (Hansen, Ravn & Stavridou, 1998; L eveson,
1995; L utz, Helmer, Moseman, Statezni & Tockey, 1998; Lutz & Woodhouse, 1997; Lu &
Lutz, 2002). SFTA uses Boolean logic to break down an undesirable event or situation
(the root hazard) into the preconditions that could lead to it. SFTA isthusatop-down
method that allowsthe analyst to explore backward from the root hazard to the possible
combinations of events or conditions that could lead to the occurrence of root hazard.

Figure 1. A sample software fault tree (Sommerville, 2001)
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SFTA usesatreestructure. Thehazardisat theroot of thetree and theintermediate nodes
or leaves represent potential causes of the hazard. A sample software fault tree is
displayedin Figure 1.

Figure 1 describes a portion of SFTA for a safety-critical system: the insulin delivery
system (Sommerville, 2001), which monitors the blood glucose level of diabetics and
automatically injectsinsulinasrequired. Fromthe SFTA, theroot hazardisthe“incorrect
insulin dose is administered”. The events “incorrect sugar level measured”, “sugar
computationerror”, and“algorithmerror” could bethe causesof theroot hazard and thus
become the intermediate nodes or leaves of the SFTA.

As an important aspect of software development, software architecture will greatly
influence the qualities of the system such as safety and reliability. Thus, the available
software architectural styles must be evaluated against the saf ety requirements so that
the best-fit architectural decisions can be made to build the system.

We here use the definition proposed by Bass, Clements, and Kazman (2003): “The
software architecture of aprogram or computing system isthe structure or structures of
the system, which comprise software elements, the externally visible propertiesof those
elements, and the relationships among them.” Software architectural styles such as
client-server and pipe-filter have been defined by Shaw and Garlan (1996) to describethe
component and connector types, and the set of constraints (e.g., performance, safety,
and reliability) on how they can be combined. Definition of software architecture is
important intermsof opening achannel for communication among different stakehol ders,
capturing the specific system properties in the early design stage, and providing
architecture reuse for similar systemsin the same domain.

When there is more than one architectural style that can be chosen for a system or a
component of asystem, architectural evaluation must be performed to trade off advan-
tages and disadvantages among a variety of architectural decisions and to select the
most suitable one for the system. Software architectural evaluation has been practiced
sincetheearly 1990’s. The Architecture Tradeoff AnalysisMethod (ATAM) (Clements,
Kazman, & Klein, 2001) isone such eval uation method that has shown promising results
when applied inindustry. An example of the application of ATAM isto usethis method
to evaluate awar game simulation system (Jones & L attanze, 2001)

ATAM isagood starting point for softwarearchitectural evaluation. It givesan overview
of several quality attributes (key propertiessuch as performance, reliability, and safety)
that need to be satisfied in the architectural design. The quality attributes are grouped
under theroot of atreewhich ATAM callsautility tree. The utility tree has“ utility” as
the root node and the quality attributes as the first-level nodes. Each quality attribute
is further refined into scenarios that are the lower-level nodes in the utility tree. The
scenariosarederived by brainstorming of expertsand prioriti zed according to how much
they will impact the system devel opment.

Thederived and prioritized scenarios are the inputs to the architectural evaluation step
inATAM. All theavailablearchitectural decisionsareeval uated against those scenarios
by assessing the potential effect of a specific architectural decision on each scenario
(Lutz& Gannod, 2003). Theeffectiscategorizedintofour kinds(risk, sensitivity, tradeoff,
and non-risk) fromthemost critical totheleast significant. Thusanarchitectural decision
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which incurs risk on many of the scenarios may be abandoned and those which
accommodate most of the scenarios will be selected.

From the ATAM process, we can see that the accuracy of the evaluation relies on the
completeness of the input scenario set. However, the scenarios derived either from the
experience checklists or from the experts’ brainstorming may cause lack of coverage,
guidance, detail, and traceability.

In order to avoid these problems, the complete view of a system is developed to
decompose the system from different architectural perspectives.

The complete view of asystem refersto the 4+ 1 view model of software architecture
developed by Kruchten (1995). Thefour viewsarethelogical view, processview, physical
view, and development view. Each view describes the different levels of software
structure from four different perspectives of system development. The plus-one view
refersto scenariosthat represent the behavioral instancesof the softwarefunctionalities.

Hofmeister, Nord and Soni (1999) took the view model onestep further. They identified
four different views (conceptual view, module view, code view, and execution view)
which are used by designersto model the software. The conceptual view describes the
high-level componentsand connectorsalong with their relationships. The module view
describes the functional decomposition of the software. The code view organizes the
source code, libraries, and so forth. The execution view deal swith dynamicinteractions
between the software and the hardware or system environment. Each view deals with
different engineering concerns. The safety-related requirements are mapped from the
upper-level view tothelower-level view and arefurther refined inthe context of that view.
Segregating the system into four views gives a systematic way of revealing the system
structure that helps to understand the domain in the early design stage, to identify the
saf ety-related requirements, and to achieverel ative compl etenessin scenario derivation.

Overview of the Safety-related Scenario
Derivation Process

Inorder to achieveimproved coverage, completeness, and traceability in deriving saf ety-
related scenarios, our process is founded on three key bases that are introduced in the
previoussection. First, thefour architectural views of the system provideaway to study
the system from four different perspectives and to consider different engineering
concernsineach view. Second, the saf ety-rel ated requirementsdefinethe overall saf ety
factorsof the system and guide the engineersto further explorethosefactors. Third, the
safety analysis methods (SFMEA and SFTA) elicit and prioritize misuse cases and
misuse scenarios (Alexander, 2003). The derived misuse cases and misuse scenarios
transform the system safety into testable requirements that can serve astheinput to the
later architectural evaluation. Theevaluation sel ectsthesuitablearchitectural decisions
which will in turn impact the safety of the system.

Figure 2 depicts an overview of the process. The vertical direction describes the
decomposition of the system into four views and maps the safety-related requirements
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Figure 2. The overview of the process
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into each view. Both the knowledge of the system and the safety-related requirements
are detailed and enriched as one proceeds in this direction.

There are three stepsin the vertical direction, and the first step is global analysis. The
objective of global analysisisto identify the overall safety factors that will be further
refined or decomposed into the four architectural views. During the refining and
decomposing, the undesirable system functionalities that may affect system safety are
captured and represented as misuse cases (Alexander, 2003). For each misuse case, aset
of misusescenariosisderivedto model thedetail ed system behaviorswithin the specific
misuse case. Thus, the misuse scenarios are the instantiations of the overall safety
factors.

Thesecond stepinthevertical directionisthefour-view system decomposition. Thefour
views consider the engineering concernsof the system from four different perspectives.
The first two views (conceptual and module) include design issues that involve the
overall association of system capability with components and modules as well as
interconnections between them. The third view (code) includes design issues that
involveal gorithmsand datastructures. Thefourth view (execution) includesthe design
issuesthat arerelated to hardware properties and system environment such as memory
maps and data layouts.

Though most of the engineering concerns of each view areindependent of other views,
some may haveimpactsonthelater views. On the other hand, thelater views may place
constraints back on the earlier views. Thus the relationship between the two views is
bidirectional and iterative as shown in Figure 3.

The resulting overall safety factors from the global analysis are localized (refined and
decomposed) within the context of each view in terms of misuse cases and misuse
scenarios. Meanwhile, additional safety concerns may also be investigated and identi-
fied.

After the misuse cases and misuse scenarios are derived, the last step of the vertical
direction can be performed; that is, to produce a utility tree with the utility—safety as
the root node and the overall safety factors as the second-level nodes. The remaining
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Figure 3. The four views system decomposition
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lower-level nodes are the derived misuse cases that are further decomposed into a set
of misuse scenarios. The utility tree provides a top-down mechanism for directly
translating the saf ety goal into concrete misuse scenarios. A sampleutility treeisshown
inFigure4.

The advantages of constructing a utility tree are to provide a straightforward way to
gather themainresults of each step inthe processand to serveasareusable assetin later
UML modeling by directly mapping the misuse cases and misuse scenariosinto UML
diagrams.

Inthevertical direction, we have mentioned that misuse scenarioswill bederived for each
view toinstantiatethe safety-rel ated requirements. How themisuse scenariosare derived
and prioritized isthetask that will be fulfilled in the horizontal direction.

Therearetwo stepsin the horizontal directionthat will be performed for each view. The
first step isthe forward hazard analysis - the SFMEA where the misuse cases are to be
identified. Asexplained before, SFM EA worksforward fromthefailuremodesto possible
effectstoidentify and prioritizethe potential hazards. Theoverall safety factorsresulting
from the global analysiswill guide the hazard identification here.

Within each view, every one of theoverall saf ety factorsisconsidered in order to derive
therelated possible hazards. The identified hazardswill be prioritized according to the
potential effectsthey may cause. The high-priority hazardswill be mapped into the next
view tobefurther investigated. Thus, atraceablelink among thefour viewsisestablished
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by looking at therecorded hazardsinthe SFM EA tables. Theidentified hazardsarethose
undesirable functionalities of the system and thus are categorized as the misuse cases.

The second step isthe backward hazard analysis. the SFTA wherethe misuse scenarios
are to be derived. As described before, SFTA works backward to reason about the
existence of a specific combination of basic events (the leaf nodes) which may lead to
theroot hazard. In each view, SFTA will taketheidentified hazardswith high priorities
in SFMEA as the root nodes and construct software fault trees.

A minimal cut set of afault tree represents acombination of basic eventsthat will cause
thetop hazard and cannot bereduced in number; that is, removing any of the basic events
inthe set will prevent the occurrence of thetop hazard (L eveson, 1995). Every minimal
cut setinasoftwarefault treewill be mapped into amisuse scenario that consistsof three
components: stimuli, system reactions, and response. The basic eventsin the minimal
cut set represent the stimuli of the misuse scenario. The paths from basic eventsto the
root node through the intermediate nodes in the fault tree are the series of system
reactionsafter thestimuli istriggered. Theroot hazardisthefinal response. For example,
consideringaminimal cut set of thefaulttreein Figure 1, amisuse scenario can bederived:
an algorithm error happens during asugar computation, thus causing an incorrect sugar
level measured; the system responseisto administer anincorrect insulin doseto patient.

Combiningtheresultsof the SFMEA and SFTA analysis, every misuse case (the hazard)
is decomposed into a set of misuse scenarios. The derived misuse cases and misuse
scenarios become the lower-level nodes in the utility tree and are ready to be further
transformedinto UML diagrams.

After we have introduced the vertical and horizontal directions aswell asthe activities
within each direction, we summarize the entire approach as an algorithm:

1  Perform a global analysis for the entire system and identify the overall safety
factors.

2 Within the domain of each view, use SFMEA to derive new hazards by applying
theoverall safety factorsasguidelineandtorefinehigh priority hazardsinput from
earlierview.

3. Prioritize hazards based on the potential safety effectsthey may cause and define
the mechanisms that will be used in future design to prevent the hazards from

happening.
4. Use SFTA to apply fault tree analysis for each high-priority hazard

5 Derive misuse scenarios by mapping each minimal cut set of afault tree into a
scenario.

6.  Repeat steps 2 to 5 until each of the four views is analyzed.

7.  Construct autility treewiththe safety asroot node. The second-level nodesarethe
overall safety factorsidentified in step 1, global analysis. The lower-level nodes
are derived misuse cases (hazards) and misuse scenarios from each view.

8  Model the misuse cases and misuse scenarios by UML diagrams.

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



40 Lu, Lutz and Chang

Figure 5. The outline of the process
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We illustrate these steps of the overall process in the following two figures. Figure 5
outlinestheoverall process. Step 1 of thealgorithm, theglobal analysis, will beperformed
before the four-view system decomposition starts. Theidentified overall safety factors
will becomethe first-level nodes of the utility tree and will be mapped into each of the
four views. After all the analysis activities (steps 2 through 5) within each of the four
views are taken, the output misuse cases and misuse scenarios become the lower-level

nodes in the utility tree. The resulting utility tree thus includes the main results of the
process.

Figure6 showstheactivitiesinvolved within each of thefour views. Thoseactivitiesare
involvedinsteps?2 through 6 of thealgorithm. Theoverall safety factorswill becomethe
input to each of thefour viewstogether with the high-priority hazardsof theearlier view.
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(But note that there will not be any high-priority hazards input to the conceptual view
because it is the first one of the four views.)

The contributions of thetechniquewehave presented hereare (1) to provideastructured
and systematic way to instantiate saf ety-rel ated requirementsinto detailed and testable
misuse scenarios by decomposing the system from the four architectural perspectives,
(2) to identify the safety-related requirements by deriving the hazards in SFMEA and
defining the prevention mechanisms for the hazards; (3) to adapt UML modeling by
transforming the misuse cases and misuse scenarios into UML diagrams; and (4) to
support future software architectural evolution by providing a detailed scenario-based
In the next several sections, we will discuss the process of the approach in detail by
applying it to a case study. The case we will use is the insulin delivery system
(Sommerville, 2001). We selected this system based on its suitable size and its saf ety
concerns.

Global Analysis

Theglobal analysisistoidentify the overall safety factors which may affect the system
safety. If there are potential hazards involved in those factors, the safety of the system
may be compromised. Furthermore, some of these hazardsarenot likely to beidentified
and prevented during the testing stage of system development. To avoid either expen-
sive rework, or the even more costly recovery from catastrophic consequences, these
Therearethreeactivitiesinthe global analysis: |dentify and describe the overall safety
factors, extract the subset of the safety factors based on the needs of a specific system,
and evaluate the impact of the safety factors.

Identify and Describe the Overall Safety Factors

There are two ways to perform the identification of factors. One way is to use the
accumul ated experiencechecklist fromformer projects. Theexperience checklist usually
comes from the brainstorming session of experts and continues to be extended and
enriched during project development. There aretwo advantages of using the experience
checklist when a similar new system is going to be built. First, the valuable prior
experience can be reused and part of the rework can be saved. Second, those same
problemsthat happened and prevented devel opment inthe previousproject can beeasily
avoided during the development of the new system.

Though the experience checklist may cover most aspects of the system, the new system
may bringinnew concerns. Particul arly when anew systemisgoingto bebuilt, theremay
not be any previous experience checklist which can be used as the basis to derive the
safety factors.

Another way is to import the four architectural views safety category defined by
(Hofmeister, Nord, & Soni, 1999). Directly introducing the saf ety category to derivethe
overall safety factors brings two benefits. First, the safety category itself is clearly
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described and organized; thus it provides a starting point to think about the safety
factors of a specific system. Second, the safety category represents the general safety
concerns and thus can be easily adapted to different kinds of systems.

Inour process, the four architectural views safety category will be taken asthe primary
way toidentify theoverall safety factors. Theaccumul ated experience checklist will work
as the complement to ensure coverage as complete as possible.

Extract the Subset of the Safety Factors Based on the
Needs of a Specific System

Theresulting set of overall safety factorsarerelatively completeand general sothey can
be applied to various kinds of systems. However, some of the factors may not be
applicabletoaspecific system. For example, awind speed monitoring systemwill not take
any input from akeyboard or be otherwise manipulated by ahuman operator. Thus, the
human computer interface safety factor will not be applicable in this case.

Depending uponthe characteristicsof aspecific system, wewill only focuson the subset
of the identified safety factors that are applicable to the system. In this way, we scale
down the overall number of the safety factors that need to be further analyzed.

Evaluate the Impact of the Safety Factors

Thepotential impact of asafety factor onthe system devel opment needsto be eval uated.
Theevaluationwill be performed by asking thequestion, “ If thefactor involvesproblems,
how severely will it affect other factors and hence the system devel opment?”

Every safety factor will be categorized as high, medium, and minor according to the
severity of itspossibleeffect. The higher theimpact level is, thehigher priority thefactor
will have.

Table 2. The safety factors

Software Management Hardware

Human-computer interface Product cost General-purpose hardware
(processor, network, memory,
disk)

Input and output variable Staff skills Equipment quality

Input and output Trigger Development schedule

Output specification Development budget

Output to trigger event

relationships

Specification of transtions

between states

Performance
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Table 3. The impact levels of the overall safety factors

Safety factor I mpact level
Human-computer interface High

Input and output variable High
Trigger event High
Output to trigger event relationships High
Specification of transitions between states High

Saffs skills Medium
Development schedule Minor
Development budget Minor
Equipments quality High

After the overall safety factorsareidentified and their priorities are assessed, they will
becomethefirst-level nodeintheutility treeand be ordered fromthehighest tothelowest
priority.

Weillustratethesethreeactivitiesbelow by applying themtotheinsulin delivery system
(Sommerville, 2001). Theinsulin delivery system uses sensorsto monitor the patient’s
blood sugar level then calculates the amount of insulin needing to be delivered. The
controller sends the command to the pump to pump the set amount of insulin. Finally,
theinsulinwill be sent tothe needleandinjectedintothepatient’ sbody. Thus, theinsulin
delivery systemisan embedded system and uses several pieces of equipmentsto fulfill
the task.

Instep one, weimport thefour architectural viewssafety category defined by Hof meister,
Nord, and Soni (1999) and use the checklist of an advanced imaging solution system,
| S2000 (Hofmeister et al.) asthecomplement. A set of safety factorsisderivedasin Table
2

In step two, we identify the subset of the derived safety factors that are relevant to the
characteristics of the insulin delivery system. The results are those safety factors that
aremarked asbold in Table 2.

In step three, we will analyze the possible impacts of the given safety factors on the
system. Those softwarefactorswill interact with each other. If any of them hasproblems,
the problemsmay propagateto other factors. Thus, weassigntheimpactsof the software
factorsashigh. Among the management factors, the staff’ s skillsmay have an effect on
system development quality and thus be assigned as medium. How important the
devel opment schedul e and budget are depend on the company’ s condition. Inthis case,
we assume that the schedul e and budget will not be problems and assign them as minor.
Because the insulin delivery system will be put in the patient’s body to operate, the
quality of the equipment, such as sensors and needle, will be critical and we assign the
impact of the hardware factor as high. A table can be constructed to display the set of
the saf ety factorsand levels of their potential impacts on the system, asshown in Table
3
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The Four-View System Decomposition

The Definition of the Four Views (Hofmeister, Nord, &
Soni, 1999)

Theconceptual viewisthehighest systemlevel view and thusthefirst level of thesystem
abstraction. The conceptual view istied very closely to the application and describes
the overall functionalities of the system, so it isless constrained by the hardware and
software platforms. The conceptual view regards the functionalities of the system as
black boxes and as being relatively independent from detailed software and hardware
techniques. The functionalities are represented as components in the conceptual view.
The communications and data exchanges between those functionalities are handled by
connectors.

The module view takes a closer ook into system implementation. It deals with how the
functionalities of the system can be realized with software techniques. The system
functionalities which have been outlined in the conceptual view are mapped into
subcomponents and subsystemsin the module view. Thusthe abstracted functionalities
will be decomposed into several functional parts and each providesaspecific serviceto
the system. Also, the data exchanges between subsystems or subcomponents will be
described in the module view.

Figure 7. The conceptual view of the insulin delivery system (Sommerville, 2001)
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The execution view describes the system development in terms of its runtime platform
elements which include software and hardware properties, such as memory usage,
processes, threads, and so forth. It captures how these platform elements are assigned
and how theresourcesareallocated to fulfill the system functionalities. The subsystems
and subcomponents of themodul e view are mapped into the execution view by allocating
the software or hardware resources for them.

Thecodeview describeshow thesystemisimplemented. Inthisview, all thefunctionalities
of thesystem arefulfilled and all the runtimeentitiesassigned by the executionview are
instantiated by using a specific programming language. Thus the dependencies among
systemfunctionalities, library functions, and configuration filesaremadeexplicitinthis
view.

The conceptual view of theinsulin delivery systemis shownin Figure 7.

Figure 7 depictsthe conceptual view of theinsulin delivery system in terms of compo-
nents and connectors. Here, the connectors are abstracted as arrows pointing from one
component to another. The functionalities of each component are explained asfollows
(Sommerville, 2001):

1  Needleassembly: acomponent used to receive aset amount of insulin from pump
and deliver it into patient’s body.

2 Sensor:acomponent used to measuretheglucoselevel intheuser’ sblood and send
the results back to the controller.

3. Pump: acomponent that receivestheinput describing how much insulin dosefrom
thecontroller, pumpstherequested amount of insulin fromthereservoir and sends
it to the needle assembly.

4. Controller: acomponent that controls the entire system.
5. Alarm: acomponent used to sound an alarm when there is any problem

6.  Displays: two display components, one of which showsthe latest measured blood
sugar, another of which shows the status of the system

7.  Clock: acomponent that provides the controller correct current time.

Figure8. Portion of the modul e view of theinsulin delivery system (Sommerville, 2001)
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In Figure 8, the controller component has been decomposed into three functional parts,
each providingaservicetoimplement theinsulin delivery function. Thecommunications
among those functional parts are also displayed. By decomposing the components,
revealing the internal functionalities included in the components, and depicting the
message passing among functional parts, amoredetailed view of the systemisprovided.

The Activities of Each View

Aswehave mentioned intheoverview of the approach, thefour-view system decompo-
sition providesastructural way to analyzethe systeminthevertical direction whilethe
horizontal direction (theactivitiesinvolvedineachview) actually performsthedetailed
tasks of the approach. There aretwo main activitiesthat need to be fulfilled within each
of thefour views: hazard derivation and priorization using SFMEA, and hazard analysis
and misuse scenarios derivation using SFTA.

Hazard Derivation and Prioritization — SFMEA

The overall safety factors derived in the global analysis prior to the four-view system
decomposition arethose key issues which must be satisfied in the system devel opment.
Hazard analysisfor the overall safety factors need to be performed to ensure the system
safety. By partitioning the system devel opment activitiesand engineering concernsinto
four different views, it is possible for us to achieve arelatively complete coverage of
hazardsderivation and prioritizing.

| dentify the Hazards and Their Causes

There are two ways to identify the hazards for each of the four views.

First, instantiate and refinethe overall safety factorsderived intheglobal analysis. The
overall safety factorswill beinput into each view and refined within the detail level of
the specific view. For example, when the input and output of the overall safety factors
ismapped intotheconceptual view of theinsulindelivery system, thehazardinsulin dose
is misadministered can be identified.

Second, further explore and refine the high-priority hazards of the earlier view. Within
aview, if a hazard has high priority that means this hazard may have severe conse-
guences. Thus, more attention and more resources need to be given to this hazard to
prevent it from happening. Thelater view will takethehigh-priority hazardsintheearlier
view as input and further analyze and refine those hazards. This way, the hazards
derivation can betraced fromtheearlier viewstothelater viewsand viceversa. However,
note that this way of hazards derivation is not applicable to the conceptual view. The
conceptual view istheearliest view, thusno high priority hazardsof an earlier view exist
to be used as the input. Take the above hazard insulin does is misadministered of the
conceptual view asan example. Thishazard isclassified as high priority and input into
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themoduleview. Inthemoduleview, thishazardisrefinedintotwo hazards. Oneisinsulin
overdose and another isinsulin underdose. If any of these two hazardsisidentified as
high priority, itwill beinput intotheexecutionview, and thenthecodeview, tobefurther
analyzed.

After the hazards have been identified, the possible reasons that may cause the hazards
are assessed. The causes of the hazards provide valuable information for locating the
possible erroneous requirements.

Prioritize the Hazards and Define Hazar ds Prevention Mechanism

When a set of hazards is derived, the potential effects they may cause during system
development will be assessed. Each hazard will beassigned alevel of priority according
to the severity of its effect. The more severe the effect a hazard may cause, the higher
the priority it will have. High-priority hazards may cause severe consequence to the
system and thus deserve more attention to be paid and more system resourcesto be spent
in order to prevent them from occurring.

Within the context of each view, the potential hazard preventing mechanisms will be
definedfor those high- or medium-level hazards. Thoseminor hazardswhichwill not have
much saf ety impact on the system may be left unchanged first and betaken care of when
there are enough development resources available.

Fromthehazardidentification and prioriti zation discussed above, we can seethehazards
are the undesirable functionalities of the system that might have catastrophic conse-
guences. Thus we categorize the hazards as misuse cases in the later utility tree
construction.

Weillustrate these two stepsin the conceptual and module viewsof theinsulin delivery
system. Thehazardsinthe conceptual level view of theinsulin delivery system havebeen
identified asfollows by applying the SFMEA analysis. However, we omit the causes of
the hazardsand the hazard prevention mechanisms. Thereasonfor doing soisto provide
simplicity by not delving into too much detail as we introduce the approach while
maintaining the necessary connection between steps of the approach.

1 Insulin dose misadministered: an overdose or underdose amount of insulin is
administered.

Factors concerned: Human-computer interface
Input and output
Components involved: Sensor, controller, pump, needle assembly
Hazard level: Catastrophic
Priority: High

2. Power failure: one or more components stop functioning dueto afailurein power
supply
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Factors concerned: Power supply problem
Hazard level: Catastrophic

Components involved: all components
Priority: High

3. Machineinterferes with other machines: Machine interferes electronically with
other equipment in the environment

Factor concerned: Electrical interference
Hazard level: high

Components involved: sensor, controller, alarm
Priority: medium

4. Sensor problem: sensor may break down or senses wrong blood sugar level
Factors concerned: Input and output
Trigger events completeness
Sensor and actuator quality
Hazard level: Catastrophic
Components involved: sensor
Priority: High

5 Allergicreaction: Patients may be allergic to the medicine or insulin used by the
delivery system

Factor concerned: Clinical problems
Hazard level: High
Priority: Medium

Inthe moduleview of the system, first, theidentified hazardswith high prioritiesin the
conceptual view will befurther refined and explored. Second, the overall safety factors
will be mapped into the module view. Theresulting SFMEA tableis Table 4. From the
SFMEA table, we can find that two hazards (the insulin misadministered and sensor
problem) intheconceptual view havebeen refined and four additional hazardshave been
identified.

Hazard Analysis and Misuse Scenarios Derivation —
SFTA

Those high-priority hazards identified by SFMEA may have severe effects on system
devel opment and thusneed to befurther analyzed by using Software Fault Tree Analysis
(SFTA).
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Table 4. The resulting module view SFMEA table of the insulin delivery system

Item Failure Cause of failure Possible Priority Hazard prevention
mode effect Level
Insulin dose Overdose 1.Incorrect blood Cause High Rigid quality control of
administered sugar measured patient to equipments such as
2. Blood sugar analyze | die sensor, pump, controller
wrong to eliminate defectives.
3.insulin amount Inspection and
compute incorrect comprehensive tests are to
4.insulin delivery be used to ensure the
controller malfunction correctness of analysis
5.incorrect amount of and computation methods.
insulin pumped.
Underdose | Same Same High Same
Sensor Incorrect 1.sensor break down Cause High Rigid quality control of
data 2.incorrect data sensed | wrong sensors. A range check
blood provided to sound an
parameter alarm when the data
stobe output by the sensor is
output over-range or under-range
Blood sugar Incorrect 1.The input blood Cause High Recheck the input blood
anaysis anaysis parameters are wrong parameters by sensor,
equipment results incorrect blood discard the dataif it's not
2. Themethod used to | sugar within the normal range.
anayze blood sugar is | analysis Comprehensively test the
incorrect results anaysis method
Insulin amount | Incorrect 1.The input blood Cause High Set anormal range for
computation amount sugar level isincorrect | incorrect input sugar level, sounds
computed 2.the computation insulin alarm when it's out of
algorithm isincorrect | amount range. Comprehensively
computed test the algorithm
Insulin Incorrect 1.Theinput insulin Cause High Compare theinput insulin
delivery pump amount isincorrect incorrect with the past history
controller commands | 2. Thedelivery pump record, sound an alarm
sent controller breaks down | control when thereisany
command exception. Rigid quality
ssent check for the equipment
Insulin pump Incorrect 1.The input pump Cause High Compare the input
amount of control commands are | incorrect commands with the past
insulin incorrect amount history record, sound an
pumped 2. Insulin pump breaks | insulin alarm when there is any
down pumped exception. Rigid quality
check for the equipment

Hazard Analysis and Fault Tree Construction

Each high-priority hazard inthe SFM EA tabl e of aspecific view becomestheroot hazard
of a software fault tree analysis. Whether to expand the fault tree analysis to include
medium- or even minor-priority hazards dependsonthe system needsand theavailability
of development resources.

The softwarefault treeanalysiswill be carried out within the context of aspecific view.
Therefore, for each view, its SFTA analysis will only trace down to the requirement
problemswhichareat thesamelevel of detail asthat of thisview. However, theresulting
fault treesmay besubject tofurther explorationinthenext view if necessary. For example,
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Figure 9. The fault tree of “ insulin overdose” in the module view (Sommerville, 2001)

Insulin overdose
administered

Incorrect sugar
level measured

Correct dose
delivered at

Delivery system
failure

wrong time

Sensor Sugar
failure computation
error

Timer Insulin
computation
incorrect

Pump signals
incorrect

failure

Table 5. The derived misuse scenarios

Hazard Misuse scenarios
Insulin SM1: the sensor failure causes incorrect sugar level to be measured; the system’s
overdose response is to administer an overdose of insulin.

administered

SM2: The sugar computation error causes incorrect sugar level to be measured; the
system’ s response is to administer an overdosed of insulin.

SM3: The timer failure cause correct dose to be delivered at the wrong time, thus
resulting in an overdose of insulin to be delivered

SM4: The insulin computation error causes delivery system failure; the system’s
response is to administer an overdosed of insulin.

SM5: The pump incorrect signals cause delivery system failure; the system’s response
is to administer an overdosed of insulin

oneleaf node of thefault tree of an earlier view may becomethehazardinalater view and
thus be further refined there.

By performing the SFTA in this way, we can consider the possible hazards and their
causes within a specific view. This allows the potential problems existing within each
view to be isolated and treated independently. Also, the fault trees are adaptive and
expandableinthat the nodes of thefault treesintheearlier viewscan befurther analyzed
inthe later views. Thus, theinvolvement of the same hazardsin different views can be
traced.

We illustrate the SFTA analysis of the module view by analyzing the hazard—the
insulin overdose—and by constructing the associated fault tree as shown in Figure 9.
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Misuse ScenariosDerivation

Asthe SFMEA gives a static way to reveal the potential hazards of the system within
aspecificview, the SFTA makesit possibletounveil thebehaviorsof system eventsthat
may cause the hazards. After the software fault trees are constructed, the misuse
scenarios (Alexander, 2003) are ready to be derived and input into the utility tree.

The method used to derive those misuse scenarios is based on the minimal cut sets of
the fault trees as we have discussed. Thus, every misuse scenario describes a possible
system behavior sequence (intermediate nodes al ong the paths from the minimal cut set
totheroot hazard) whichisaroused by the stimulus (the basic events of the minimal cut
set) and results in the system response (the root hazard).

The misuse scenarios derived from the fault treein Figure 9 arelisted in Table 5.

Utility Tree Construction and UML
Modeling

We have discussed the stepsthat need to be performed in our process. We are now ready
to compose the main results and prepare for the further UML modeling.

Construct the Utility Tree

Aswementioned before, one of theadvantagesof constructing autility treeisto provide
a systematic way to gather the main results of the process. Hence, the hierarchical
relationships among nodesin the utility tree clearly depict thetraceablelink for results
from steps of the process.

We take the insulin delivery system as an example to construct the utility tree. The
resulting utility treeis shown in Figure 10.

Theroot of theutility treeissafety, whichisthekey concern of the system devel opment.
Theoverall safety factorsidentified inthe Global Analysissection arethe second-level
nodes. The misuse cases and misuse scenarios derived during SFMEA and SFTA
analysis for each of the four views become the lower-level nodes grouped under
corresponding safety factors.

UML Modeling

Toutilizethe standard modeling notation provided by UML, the misuse casesand misuse
scenarios are transformed into UML use case diagrams and sequence diagrams. The
original definitions of the UML use case diagram and sequence diagram are notations
that represent the intended system functionalities and system behaviors. It is worth
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Figure 10. The utility tree of the insulin delivery system
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noting that our misuse cases and misuse scenarios are those potentially hazardous
system functionalities and behaviorsthat need to be prevented. The UML modeling for
themisuse cases(M C1 and M C2) and misusescenario (MSM1) of Figure10areillustrated

inFigure1l and Figure 12, respectively.
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Figure 11. The use case diagram of misuse cases UC1 and UC2

insulin over-dose administered
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Figure 12. The sequence diagram of misuse scenario MSM1
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There are several advantages of modeling the resulting misuse cases and misuse
scenariosinto UML diagrams.

First, the graphical tools provided by UML help us visualize those undesirable system
functionalities and behaviors. The interrelationships among system components are
depicted, such that appropriate architectural decisions can be made to prevent the
occurrences of those undesirable functionalities and behaviors.

Second, UML is a standard modeling language. After modeling the misuse cases and
misuse scenarios into UML diagrams, those existing UML analysis methods can be
adapted to further investigate the prevention mechanisms for the misuse cases and
misuse scenarios.

Third, future software architectural decisions can also be modeled in UML. Thus, the
misuse cases and misuse scenarios can serve to derive the architectural constraints
duringUML modeling.
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Discussion and Future Work

We have explained our analytical approach in detail by using a case study, and, after
performing the entire approach, we have two main results: an SFMEA table for each of
four views, and a utility tree.

The SFMEA Table

The analysis produces an SFMEA table for each of the four views. The resulting four
SFMEA tables providetraceability to the origins of theidentified hazards. By checking
the hazards recorded in each table, we can trace the hazards involved from the earlier
viewstothelater views, and wherethe hazardsoriginatefromthelater viewstotheearlier
views.

The SFMEA tablesplay animportant rolein softwareevolution. Thefour SFMEA tables
are reusable. The defined hazard-prevention mechanisms can be reused during the
detailed system design stage. The common hazard-prevention mechanisms can be
directly imported when the same hazards are encountered during the later software
evolution. Thefour SFMEA tablesare expandable. A new column can be added into the
SFMEA tabletoinclude software architectural decisionswhich are madeto prevent the
hazards and thus satisfy the safety of the system. Those architectural decisions are
subject to be evaluated and selected in the future software architectural evaluation
process.

The Utility Tree

After the construction of the utility tree has been finished, the completed utility tree
reveals atop-down structure of how the first-level nodes—the overall safety factors—
are detailed and instantiated into misuse scenarios of each view.

Theutility tree providesavisibleway toillustrate how the overall safety factors may be
violated by listing those misuse scenariosthat can occur during the system devel opment
and that may cause catastrophic consequences. By comparing how many misuse
scenariosarelisted under each of the overall saf ety factors, thosefactorsinvolving more
problems can be easily highlighted. Thus, the guidance can be provided for engineers
to pay more attention to those highlighted factors during system development.

The utility tree serves as an input to future software architectural evaluation. As
mentioned above, the SFM EA tables can beexpanded toincludearchitectural decisions.
How to rank one architectural decision over another isthe key question needing to be
answered during architectural evaluation. The misuse scenariosin the utility tree serve
as the input to this architectural evaluation process. By evaluating how many misuse
scenariosan architectural decision can prevent or how efficient an architectural decision
isin preventing misuse scenarios, a better decision can be selected.
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A possible direction for future work is to expand the approach to handle product line
software. A product lineis defined as a set of systems sharing acommon, managed set
of features satisfying a particular market segment or mission (Clements & Northrop,
2001). Product line softwaredevel opment supportsreuse (building member systemsfrom
a common asset) and software evolution (a new member system is built by reusing
common features of the existing member systems) (Clements& Northrop). By handling
product line software, the approach can have improved adaptability during software
evolution.
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