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h-Levin Hard
ore Bit Theorem: Let f be a one way permutation. De�ne a fun
tionb :P2n !P, 
alled as hard-
ore bit asb(x; r) = hx; ri =Xxiri ( mod 2):If there is a 
ir
uit C su
h that Prx;r2Un[C[f(x); r℄ = hx; ri >℄ � 12 + �then there exist 
ir
uit D of size poly(jCj ; 1� )su
h that Prx2Un[D[f(x) = x℄℄ � 12�Proof: Let f be a one way permutation.First 
onsider the following simple 
ase. Assume that for every x, the following holds:Prr[C[f(x); r℄ = hx; ri >℄ = 1De�ne ei as string with 1 in ith pla
e and zero's all other pla
es.Observe that < x; ei >= xi. Thus 
omputing hx; eii, 1 � i � n, gives x. Sin
e 
omputes hx; rh
orre
tly for every r, we 
an easily 
ompute x.Now let us 
onsider the following 
ase:8x; Prr[
[f(x); r℄ = hx; ri℄ � 34 + ÆConsider the following algorithm to 
ompute f�1.Computing f�1(x)1. Input f(x) [Goal: Compute x℄2. for i = 1 to n Do(a) j = 1. Repeat following for m times� Randomly pi
k r� bj = C[hf(x); ri℄� C[hf(x); r + eii℄� j ++ 1



(b) yi = Majfb1 � � � bmg.3. Output y1 : : : ynObserve that xi =< x; r > � < x; r + ei >. Let us 
ompute the probability that yi = xi. Observe that when C[hf(x); ri℄ and C[hf(x); r+ eii℄are 
orre
t, then C[hf(x); ri℄� C[hf(x); r + eii℄ equals xi.On a random r, the 
ir
uit 
omputes C 
omputes the value of hx; ri with probability at least3=4 + Æ. Thus the probability the C is wrong on of hf(x); i and hf(x); r + eii is at most 1=2� 2Æ.Thus bj = xi with probability at least 1=2+2Æ. Re
all that yi = Majfbjg and bj's are independent,we obtain that yi = xi with probability roughly 1� 2e�Æ2m (By Cherno� Bound).Thus probability that y 6= x, is at most 2ne�Æ2m, by Union bound. If we set m = O(n2=Æ2), thisprobability is at most 1=n.Now we move to the (almost) desired 
ase:Let us assume that for every x Prr[
(f(x); r) = hx; ri℄ � 12 + �Observe that this assumption is still stronger than our hypothesis. Here we are assuming that C
omputes hx; ri with probability 1=2+� for every x. For now, we will pro
eed with this assumption.Note that in the analysis of the earlier algorithm, it was 
ru
ial that the su

ess probability ofC is stri
tly bigger than 3=4. This is be
ause the strings r and r + ei are not independent and toobtain the probability that C is 
orre
t on both of them we used union bound.Suppose, for a moment assume that we 
ould 
ompute the value of hx; ri without invoking C,and to 
ompute hx; r+ eih, we invoke C. Then we do not need to use the union bound, and even ifthe su

ess probability of C is 1=2 + �, we are in a good shape.However, how 
an we 
ompute hx; ri without invoking C? The answer is try all possible 
hoi
es.For ea
h possible 
hoi
e, run the above algorithm to 
ompute y. Observe that on
e we have a
andidate y, 
he
king y is really an inverse of f(x) is easy. The following algorithm use this idea.1. Input y. Randomly pi
k r1 � � � rm. For every m bit string b1 � � � bn. Do the following:(a) Assume bj = hx; rji(b) For i = 1 to m Do(
) ti = Maj(C[f(x); rj � ei℄� bj)(d) end for 2



(e) If f(t1 � � � tn) = y, output t1 � � � tn.Let us analyze the probability that the above algorithm 
omputes ith bit of f�1(y) 
orre
tly.There exist an iteration, when b1 � � � bm = hx; r1i � � � hx; rmi. Consider this iteration. Let zj = 1 ifC[y; rj � ei℄ = hf�1(y); rj � eii, else zj = 0.Pr[zj = 1℄ � 12 + �Pr[ti 6= f�1(y)i℄ = Pr[ Majority of zj 's are not f�1(y)i℄= Pr[ Majority of zj's are 0℄= Pr[ mXj=1 zj < m2 ℄� 2e��2m( By Cherno� Bound)Thus the probability that the above algorithm does not 
orre
tly 
ompute ith bit is at most2e��2m. By union bound, the probability that the above algorithm 
omputes all bits of f�1(y) isat least 1� 2e��2mn. To make this probability non-negligible, we want m = O( log n�2 ). This impliesthat the running time of the above algorithm (hen
e the 
ir
uit size) at least O(2 1� ). However, wewant our algorithm to run in poly(1� ). For this we have to redu
e the number of random stringsthat are pi
ked.Observe that even if we use Chebyshev bound, the above analysis still works, the only di�eren
eis that we require m �= n2�2 . Re
all that even if the random variables zj 's are pairwise independent,the Chebyshev bound is still appli
able. In the above algorithm the zj's are 
ompletely independentas rj's are 
ompletely independent. If we make rj's to be pair-wise independent, then zj 's will bepairwise independent. Sin
e we only require pair-wise independen
e, we 
an generate the randomstrings using less randomness. The next algorithm pre
isely does this.1. Input y.2. Randomly pi
k r1 � � � rlogm+13. For every logm+ 1 bit string b1; :::blogm+1 Do(a) Assume hx; rji = bj(b) For every subset S � f1 � � � logm+ 1g, let at RS = �i2Sri. Let bS = �j2Sbj .(
) Set ti = MajS [C[y;RS + ei℄� bS ℄℄ for 1 � i � n.(d) If f(t1 � � � tn) = y, output t1 � � � tn.For ea
h S 2 f1; � � � ; logm+1g, de�ne a random variable zS as follows: zS = 1 if C(y;RS + ei) =hf�1(y); RS + eii. Now observe that zS 's are pairwise independent random variables. Now usingChebyshev's inequality, we 
an show that the above algorithm inverts f with good probability. Therunning time is now O(2logm) = poly(1� ). 3


