
Com S 633: Randomness in ComputationLe
ture 22 S
ribe: K.S.GopalakrishnanThe role of Pseudo Random Generators in derandomization is dis
ussedin detail in the previous le
tures. In this le
ture we shall study the 
onditionsunder whi
h PRG exists and some related issues.De�nition: Let f : �� ! �� su
h that 8x; jf(x)j = l(jxj) , where l is apolynomial bounded fun
tion. Moreover assume that jf(x)j > jxj for everyx. The fun
tion f : �� ! �� is said to be Cryptographi
 pseudo randomgenerator if the following holds.� f is polynomial time 
omputable.� For every polynomials p and q, for every n, the distribution f(Un) is(p; 1q ) pseudorandom.Observe that f(Un) is a p � samplable distribution, and f(Un) is a dis-tribution over �l(n).Now let us dis
uss under what 
onditions do su
h fun
tions exist.Claim: If P = NP then no Cryptographi
 pseudo random generator ex-ist.We shall prove this statement by 
ontradi
tion.Let P=NP and assume f : �� ! �� be Cryptographi
 pseudo random gener-ator. By De�nition, f is polynomial time 
omputable.Therefor Range(f) 2NP . Sin
e NP=P, Range(f) 2 PThus There is polynomial time deterministi
 polynomial-time ma
hine Cthat a

epts Range(f). Consider the following polynomial-time algorithmM : On input y, run C on y. If C a

epts, then output 1, else output 0.Clearly M outputs value 1 for all y 2 Range(f) and runs in polynomial time.Thus Prx2Un[M(f(x)) = 1℄ = 1and Prx2Ul(n)[M(f(x)) = 1℄ � 2n=2l(n) � 1=2Thus f(Un) is not pseudorandom.Thus if 
rypto pseudo-random generators exist, then P 6= NP . To showthat PRG's exist, we need an assumption at least as strong as P 6= NPWe believe that NP is not easy, thus hard problems exist. We have seenseveral where randomness seems to be of help. Thus randomness is useful.Over the next few le
tures we show a surprising 
onne
tion between hardness1



and randomness. We will show that at least one of the following statementsis false: \NP is not easy", \randomness is useful".For this, we have to de�ne the pre
ise meaning of \easy" and \useful".One-way to de�ne \non-easiness" is via one-way fun
tions.De�nition: A fun
tion f (worst-
ase) is said to be one-way fun
tion ifthe following holds.� f is polynomial time 
omputable.� It does not shrink its inputs too mu
h.� f�1 is not polynomial time 
omputable.Re
all that if P 6= NP if and only if worst-
ase one way fun
tions exist.The above de�nition refers to worst-
ase hardness. The following de�nition
aptures the average-
ase hardness of inverting f .De�nition: A fun
tion f : �� ! �� is one way if 8 polynomials p and q;8 
ir
uit C of size � p(n)Pr x 2 Un[C[f(x)℄ 2 f�1(f(x))℄ � 1q(n)It is easy to show that if one-way fun
tion exist, then NP is not easy onaverage. However, we do not know whether the 
onverse is true.De�nition: A fun
tion f is one way permutation, if 8x; jf(x)j = jxj), fis one-one, and f is one way.Again, if one way permutation fun
tion exist, then NP \ CO � NP isnot easy on average.We will show that if one-way permutations exist, then 
rypto-pseudorandom generators exist. A 
ru
ial ingredient of the proof is Goldrei
h-Levintheorem.Theorem: (Goldrei
h-Levin Hard
ore Theorem) Let f be a one waypermutation. De�ne a fun
tion b, 
alled as hard-
ore bit asb(x; r) =< x; r >=X xiri(mod2) where jxj = jrj :If there is a 
ir
uit C su
h that Prx;r2Un[C[f(r); r℄ =< x; r >℄ � 12 + � thenthere exist 
ir
uit D of size poly(jCj ; 1� ) su
h that Prx2Un[D[f(x) = x℄℄ � 12�Blum-Mi
ali-Yao Generator: Let f be one way permutation and G isde�ned as G(x; r) = f(r)r < x; r >. Then G is a 
rypto PRG.2


