
Com S 633: Randomness in ComputationLe
ture 21 S
ribe: Aaron SterlingToday's Topi
: Pseudo-Random Distributions.Throughout, X will be a probability distribution over �n and U will bethe uniform distribution over �n.Intuitively, how do we 
he
k that X = U? We do a statisti
al test onelements of �n produ
ed by X, and see whether the behavior is uniform. Forexample, is the parity zero 50% of the time, and one the other 50% of thetime? X \passes" a statisti
al test if the out
ome of the test is \
lose" towhat the out
ome would be if the test were performed on U .Formally, a test will be a fun
tion Test : �n ! f0; 1g. We then look atthe size of the di�eren
e����Prx2U[Test(x) = 1℄� Prx2X[Test(x) = 1℄���� :If that di�eren
e is small, we say X is \random," i.e., 
lose to the uniformdistribution. Again intuitively, if X passes \all possible tests" it is 
lose torandom. But what does \all possible" mean?De�nition 1. A distribution is (s; �)-pseudorandom if for all 
ir
uits C ofsize � s ���� Pry2X[C(y) = 1℄� Pry2U[C(y) = 1℄���� � �:Example: The output distribution of pairwise independent generator wehave 
onsidered in several le
tures does beat 
ertain tests. For example,it beats the test that looks at the �rst two bits x0x1 of a string, andoutputs 1 if x0x1 = 00 and outputs 0 otherwise. If the test looks atthree bits, though, the pairwise independent generator will fail.A 
ir
uit 
an perform more 
ompli
ated operations than the pairwise inde-pendent generator. Think of s as \small." Clearly, by de�nition, uniformdistribution is (s; :) pseudo-random. The interesting question is whetherthere exist distributions that are \far-away" from being uniform, and yet are(s; :) pseudo-random. The answer is \Yes". we 
an build su
h distributionsby diagonalizing against 
ir
uits of size s. Pseudo-random distributions doexist, but the question now is: 
an they be e�e
tively generated?1



De�nition 2. A family of distributions fXngn2N is (s; �)-pseudorandom iffor every n and for all 
ir
uits C if size � s(n) it is the 
ase that���� Pry2Xn[C(y) = 1℄� Pry2Un[C(y) = 1℄���� � �:In addition to running tests on a distribution, we 
an assess the distribu-tion's randomness by trying to predi
t the bits it generates. This motivatesthe following de�nition.De�nition 3. A distribution X is (s; �)-unpredi
table if for all 
ir
uits C ofsize � s and for all i < n it is the 
ase thatPry1:::yn2X[
(y1 : : : yi) = yi+1℄ � 12 + �:It turns out that the de�nition of pseudorandom distribution and unpre-di
table distribution are equivalent.Theorem 1. If a distribution X is (s; �)-pseudorandom, then it is (s0; �)-unpredi
table, where s0 = s�O(logn).Proof. We prove the 
ontrapositive. Suppose X is (s0; �)-predi
table. Therethere exists an i and a C of size � s0 su
h that when we randomly pi
k astring from X Pr[
(y1 : : : yi) = yi+1℄ � 12 + �:We will build a new 
ir
uit D to run a test on X, as follows:Input y1 : : : ynRun CIf C(y1 : : : yi) = yi+1, output 1.Else output 0.If we start with U , D will output 1 exa
tly half the time. ThereforePry1:::yn2Un[D(y1 : : : yn) = 1℄ = 12 :However, be
ause of the predi
tability of XPry1:::yn2Xn[D(y1 : : : yn) = 1℄ � 12 + �:Therefore X is not (s; �)-pseudorandom.2



We 
an also go the other way.Theorem 2. If distribution X is (s; �)-unpredi
table, then X is (s0; n�)-pseudorandom, where s0 = s�O(n).Proof. Again, we prove the 
ontrapositive. SupposeX is not (s0; �)-pseudorandom.Then there exists a 
ir
uit C of size � s0 su
h that���� Pry2X[C(y) = 1℄� Pry2U[C(y) = 1℄���� � �n:We pro
eed using a method 
alled the Hybrid Te
hnique or Hybrid Argument.De�ne a distribution Hi as follows:Randomly pi
k y1 : : : yn 2 XUniformly at random pi
k an (n� i)-bit string r from �n�iOutput y1 : : : yir.Note that H0 = U , Hn = X and H1 is one bit from X followed by n� 1 bitsfrom U . We 
an make the following analysis.Pr[C(Hn) = 1℄� Pr[C(H0) = 1℄ � �n= Pr[C(Hn) = 1℄� Pr[C(Hn�1) = 1℄ + Pr[C(Hn�1) = 1℄�Pr[C(Hn�2) = 1℄ + Pr[C(Hn�2) = 1℄ � � �So there is some i su
h that Pr[C(Hi+1) = 1℄�Pr[C(Hi) = 1℄ � �. Therefore,we 
an build a probabilisti
 
ir
uit D as follows:Input y1 : : : yiRandomly pi
k b 2 f0; 1gUniformly at random pi
k an n� (i + 1)-bit string rIf C(y1 : : : yibr) = 1 output b Else output b (i.e., 1� b)Intuitive observation: Randomness does not really help when we 
ome to
ir
uits. We 
an 
onvert D to a deterministi
 
ir
uit. We name probabilitiesPi by Pr[C(Hi) = 1℄ = PiPr[C(Hi+1) = 1℄ = Pi+1and de�ne Hi+1 by pi
king a string a

ording to Hi+1, 
ipping the (i + 1)stbit and outputting the resulting string.Hi 
an be generated as follows. 3



Toss a 
oin.If Heads, a
t a

ording to Hi+1.If Tails, a
t a

ording to H i+1.We de�ne probabilities P 0i by Pr[(H i+1) = 1℄ = P 0i+1. Note then thatPi = Pi+1 + P 0i+12 :We will now engage in a te
hni
al analysis of these probabilities in order toshow that D is a witness that X is not unpredi
table. Note �rst that we 
ande
ompose the probability that D will output a parti
ular answer byPr[D(y1 : : : yi) = yi+1℄ = Pr[C(y1 : : : yibr) = yi+1℄= Pr[C(y1 : : : yibr) = 1 j b = yi+1℄ � Pr[b = yi+1℄+ Pr[C(y + 1 : : : yibr) = 0 j b =2 yi+1℄� Pr[b 6= yi+1℄:Se
ond, we observe thatPr[C(y1 : : : yibr) = 1 j b = yi+1℄ = Pr[C(y1 : : : yi+1r) = 1℄= Pr[C(Hi) = 1℄= Piand further thatPr[C(y + 1 : : : yibr) = 0 j b =2 yi+1℄ = Pr[C(H i+1) = 0℄= 1� Pr[C(Hi+1) = 1℄:Combining this all together, we getPr[D(y1 : : : yi) = yi+1℄ = Pi + 1� P 0i+12P 0i+1 = 2Pi � Pi+1= 1 + Pi+1 � Pi2= 12 + Pi+1 � Pi2� 12 + �2 :This shows that the distribution X is not (s; �)-unpredi
table, thus provingthe 
ontrapositive of the theorem statement. We are done.4


