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Low-Level
Agent:

System Calls

Data Cleaner:
System Calls

High-Level
Agents:

Data Mining

Low-Level
Agent:
Logins

Low-Level
Agent:

Failed Logins

Low-Level
Agent:
Other

Functions

Low-Level
Agent:
TCP

Connections

Mobile agents travel
to each monitored
component

Stationary agents
at each monitored
component

Data Cleaner:
TCP

Connections

Data Cleaner:
Other

Functions

Data Cleaner:
Failed Logins

Data Cleaner:
Logins

Router:
Network
Events

High-Level
Agents:

Data Fusion

High-Level
Agents:

Mediators

User

High-Level
Agents:

Other Functions

Select System
Data Router:

Log Messages

Data Sources:
System Error

Messages

Data Sources:
Authentication

Messages

Data Sources:
Application
Messages

Data Sources:
Other
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Interface Agent

Database
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Data Cleaner:
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FailedLoginAgent
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Select System
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Log Messages

Data Sources:
Authentication
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FailedLogin Mediator

User

FailedLoginAgentSensitivity NetTCPAgentSensitivity

Data Sources:
TCP

Connections

Interface Agent

NetTCP Mediator

FacetFacet
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