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ABSTRACT
Finding flaws in security protocol implementations is hard. Finding
flaws in the implementations of sensor network security protocols
is even harder because they are designed to protect against more
system failures compared to traditional protocols. Formal verifi-
cation techniques such as model checking, theorem proving, etc,
have been very successful in the past in detecting faults in security
protocol specifications; however, they generally require a model.
Developing these models is a non-trivial task for an average devel-
oper. This task is further complicated by the impedance mismatch
between the implementation language and the modeling language.
For example, while the dominant implementation language for sen-
sor network applications (nesC) uses an event-based paradigm, the
modeling language (Promela) uses message-driven paradigm. The
key goal of this research is to ease the task of verifying sensor
network security protocol implementations for the sensor network
community by defining an approach for automatically extracting a
model from the nesC implementations of a security protocol. We
contribute the design and implementation of a verification frame-
work that we call Slede which emulates our approach to extract a
PROMELA model from nesC security protocol implementations.
By significantly decreasing the cost of verification, we believe our
approach will improve the overall quality of the nesC security pro-
tocol implementations.

Categories and Subject Descriptors
D.2.4 [Software/Program Verification]: Formal Methods; D.2.4
[Software/Program Verification]: Model Checking; F.3.1 [Specifying
and Verifying and Reasoning about Programs]: Mechanical ver-
ification, Specification technique
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1. INTRODUCTION
A sensor network is a collection of small size, low power, low-

cost sensor nodes that has limited computational, communication
capability and limited storage capacity. These nodes can operate
unattended, sensing and recording detailed information about their
surroundings. The operating environments for sensor networks are
often hostile, requiring mechanisms for secure communication. A
number of security protocols for sensor networks have been pro-
posed in the past decade. For example, Perrig et al. [19], and Es-
chenauer and Gligor [6] proposed schemes for pairwise key estab-
lishment; Perrig et al. [19], and Yang et al. [23] proposed schemes
for message authentication, etc.

Flaws in security protocols are subtle and very hard to find. In
the past, even widely-studied cryptographic protocols are shown
to have faults that are detected much later. For example, Mead-
ows [16] showed flaws in selective broadcast protocol by Sim-
mons [22]. Finding flaws in the security protocol implementations
for sensor networks is even harder primarily due to two reasons.
First, these implementations are more complex because the security
protocols for sensor networks protect against more cryptographic
failure modes compared to their counterparts. For example, the
lack of tamper resistance of sensors makes physical capturing triv-
ial. Second, these implementations are developed for a severely re-
source constrained environment. Efficiency and code size is more
likely to weigh over readability and understandability, which in turn
increases the likelihood of inconsistencies and errors.

Automated or semi-automated formal verification techniques such
as model checking [5] and theorem proving [15] have recently re-
emerged in a big way as plausible alternative to testing techniques.
The key advantage of these techniques are two fold. First, a stronger
guarantee about the desired properties can be obtained from a for-
mally verified specification or implementation compared to their
tested or simulated counterparts. Second, these techniques typi-
cally do not require users to write test cases. Despite these two ad-
vantages, testing and simulation-based techniques remain attractive
to average users, often because most formal verification techniques
requires them to develop models in specialized languages before
verification. The need for developing yet another representation
of the software system requires more time and effort, specialized
knowledge, and introduces possibilities of errors due to inconsis-
tencies between the implementation and the model.

In this paper, we present our approach for automatic extraction
of verifiable models from nesC implementations [7]. The nesC lan-
guage [7] is the dominant language for the sensor networks paradigm.
As the name suggests, it is an extension of C; however, there are
few major differences that make automatic extraction of models
non-trivial. First and foremost, it is an event-driven language. Sec-
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Figure 1: Overview of the Slede Verification Framework [10]

ond, it provides a component model for enhanced modularity com-
pared to imperative languages like C. Third, it provides a concur-
rency model based on tasks and events. We also describe the de-
sign and implementation of our tool prototype Slede [10] that ap-
plies our techniques for model extraction to automatically extract
the PROMELA model [13], verify it against the properties speci-
fied as Linear Temporal Logic (LTL) formula [20] using the SPIN
model checker [13], and map the results back to the implementa-
tion domain. By decreasing the cost of verification, we believe that
our approach will improve the overall quality of the nesC security
protocol implementations.

Outline: Section 2 illustrates our approach for automating the model
extraction from nesC applications and describes our existing frame-
work. Section 3 discusses related work. Future work is discussed
in Section 4. Section 5 describes the criteria for evaluating our re-
search. Section 6 concludes.

2. APPROACH
Our verification framework Slede [10] is illustrated in Figure 1.

The front end generates an abstract syntax tree of the protocol im-
plementation, which is then passed to the protocol model genera-
tor responsible for automatically extracting verifiable PROMELA
models [13].

In order to reduce the size of the generated model, Slede provides
a lightweight annotation language that can be used to provide hints
to the verification framework. The input to the framework is the
protocol implementation in nesC annotated with the objectives, the
topology as well as the protocol specification required to generate
the intruder. The annotation language is described in Section 2.3.

Given the annotated protocol implementation, Slede generates a
PROMELA model from the input files. During the model genera-
tion, all system calls (calls to pre-implemented modules in TinyOS)
are replaced by calls to environment models provided as Slede’s li-
braries. (i.e. calls responsible for sending/receiving, LED manip-
ulation, etc). The model is then given as input to the SPIN model
checker, which verifies whether the model violates the objectives
which have been translated into LTL formulas. If the objectives are
satisfied, the protocol is verified as secure. Otherwise, SPIN pro-
duces a counter example that violates the security objectives in the
domain language.

Our model extractor is built on top of nesC compiler [18] de-
signed to support the TinyOS project [12]. TinyOS is the operating
system used for sensors. During compilation, nesC compiler cre-
ates a call graph of nesC applications, which our compiler uses in
the model extraction phase.

2.1 Model Creation
The main problem in the translation is that the implementation

of security protocols usually includes many constructs that have no
equivalent constructs in the verification languages. For example,
secure hash functions, encryption and decryption use a lot of con-
structs that are far from what current verification techniques offer.
Moreover, since nesC is built on C language, using pointer arith-
metic in the implementation of sensor network protocols is com-
mon. So, when translating from nesC to PROMELA, an equational
theory is required to be associated with implementation constructs
with no equivalent in PROMELA as well a pointer analysis tech-
nique that traces pointer in the program. However, the problem
with the equational theory is that it may lead to inaccurate verifi-
cation results. The reason is that abstracting nesC constructs into
PROMELA constructs might cause some discrepancy from the ac-
tual behavior of the protocol, which makes the verification of the
model erroneous.

Our solution to this problem is based on the feature provided by
SPIN, versions 4.0 and later, that allows embedding C code inside
the PROMELA model. The global variables of every nesC module
of the protocol (module is similar to a class in OOP) are included
in the state vector using the SPIN’s c_state construct, and al-
most all statements of the protocol are embedded one by one as
C code using the c_code construct. Thus, no equational theories
associated with function symbols nor pointer analysis techniques
are required because the operations themselves are included in the
model. Verifying security properties is done by tracing the values
of the state vector variables, whose values are manipulated by the
embedded nesC code, thus preserving the behavior of the protocol
as defined in the implementation. Some statements still need to be
abstracted (i.e. TinyOS code for sending messages). Abstraction is
discussed in the next subsection.

2.2 Abstractions
Including every nesC statement in the PROMELA model might

lead to unnecessary growth in the size of the model. For exam-
ple, when a sensor wants to send a message, it calls some TinyOS
library for sending the message that takes the message and broad-
casts it. Translating such a library is firstly irrelevant to our goal of
verifying the security protocols. It is not our goal to verify that the
TinyOS sending library is working properly. Secondly, message
sending in sensor networks is implemented in a totally different
way than it is done in PROMELA. While sending a message in
sensors requires some nesC code for physical broadcasting, send-
ing in PROMELA is usually done by putting some variable in a
channel visible to all processes and then another process receives
the variable by dequeuing it from this channel. Thus, translating
the sending from nesC to PROMELA will not help in emulating
message sending in the verification phase.

In our model extractor, we avoid translating any library of the
libraries of the TinyOS. Instead, whenever there is a call to a certain
command in a TinyOS library, we substitute it with corresponding
predefined PROMELA instructions. For example, whenever there
is a call for sending a message, the compiler replaces the call by
setting the value of some variable Environment with the value
of the sent message. We do not use PROMELA channels since the
type of the message variables used in the nesC implementation is
different from the predefined types of PROMELA used in defining
PROMELA channels. Receiving is done by reading the value of the
variable Environment and then setting it to null. We plan to
abstract other TinyOS libraries like libraries for turning the sensor
led on and off, detecting light, etc.
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2.3 Annotation Language and Intruder Model
Generation

Intruders that are totally independent of the protocol implemen-
tation might lead to state explosion. One reason behind this is
that different protocols might have different structures of the mes-
sages they send. Even though the structure for messages in TinyOS
TOS_Msg used by all nesC applications have a fixed size, differ-
ent protocols partition messages according to the need. For exam-
ple, one protocol might divide the message into 3 variables, one
for sender, one for receiver and one for the data. Another pro-
tocol might have a different partitioning with an additional parti-
tion for time stamp. Thus, letting the intruder guessing all possible
partitions non-deterministically will increase the state space of the
model for no good reason. If there is a flaw in the protocol, then
one of the guesses of the intruders about the partitioning of the mes-
sage will eventually cause the flaw to happen. And, if there is no
flaw in the protocol, then for no guess by the intruder SPIN would
find a flaw in the protocol. Thus providing the intruder with the
knowledge of the partitioning of the message should help decrease
the size of the model.

The annotation language helps reduce the size of the generated
model by giving hints to the verification framework. In order to
verify a protocol, besides the source code, Slede requires the topol-
ogy, property to be verified and protocol specification required for
intruder model generation.

1 /*@
2 @ message Ping mapsto IntMsg{
3 @ int data mapsto info;
4 @ }
5 @ message Ack mapsto IntMsg{
6 @ int sender mapsto src;
7 @ int receiver mapsto dest;
8 @ }
9 @ node SensorM A{ }

10 @ node SensorM B{ A; }
11 @ protocol p {
12 @ (SensorM, SensorM, Ping)
13 @ (SensorM, SensorM, Ack)
14 @ }
15 @ A.snd(Ping m)-><>!Intruder.knowsData
16 @*/

Figure 2: An Example Verification Configuration

An example of the annotation language is shown in Figure 2.
The message declaration Ping (lines 2-4) is message mapped to
the structure IntMsg in implementation. It has one field data
mapped to field info in implementation. Two nodes are involved
in the protocol where the topology is linear (lines 9-10). The mes-
sage sequencing of the protocol should also provided to Slede (lines
11-14). The objective of the protocol is that if the intruder doesn’t
understand the data sent by node A (line 15). Note that the proper-
ties we verify against are always safety properties, because our goal
is always to ensure that something bad doesn’t happen (i.e. the se-
cret value not revealed to the intruder). The complete grammar for
the annotation language is in [10].

2.4 Emulating Event-Driven Paradigm
Sensor networks applications use the event-based paradigm. How-

ever, PROMELA uses message-passing paradigm. Thus, in order
to emulate the event-based paradigm we add a call to event han-
dlers between every two statements in the model [14]. This solu-
tion seem to work fine on small protocols; however, we have not
tested the consequence of such approach when dealing with large
protocols.

3. RELATED WORK
There is a significant body of research on software model check-

ing. Bandera [4] is a tool for model checking concurrent Java pro-
grams by generating models from Java to different verification tools
such as SPIN and SMV to detect problems such as deadlocks. Java
PathFinder [11] is similar to Bandera in model checking concurrent
Java programs for deadlocks and assertion violations. Verisoft [8]
verifies implementations of concurrent systems written in C/C++
in order to find bugs in the code. A survey of different model ex-
tractors from C code is in [21].

Verification of security protocols from implementation was tack-
led by Bhargavan et al. [1]. They verify implementation of secu-
rity protocols for web services written in F#. They compile the
implementation of the protocol to ProVerif [2], a resolution-based
theorem prover for cryptographic protocols. Goubault and Par-
rennes [9] translate cryptographic protocols written in C to Horn
clauses to be verified using theorem provers. Unlike our approach
that provides support for the nesC language, this approach is use-
ful only for C implementations; however, the insights described by
Goubault-Larrecq and Parrennes [9] could be used to enhance the
underlying verification technique for Slede.

CMC [17] is another tool that provides model checking of C
code. However, instead of extracting a model from the code, CMC
generates the state space of a program by directly executing its
C/C++ implementation. The goal of CMC is to find bugs in the
implementation of a protocol, while ours is to find a security flaw
in the protocol by checking if the protocol is satisfying security
goals like secrecy.

4. FUTURE WORK
In this section, we describe some of the challenges that we will

be dealing with in the future.

4.1 Modeling Unbounded Topology
Unlike other networks, sensor networks might have unbounded

topology. In other words, the number of nodes in a sensor network
could be arbitrarily large (in terms of thousands of nodes). Model
checking such a network without facing a state explosion is quite
hard.

We will deal with the unbounded topology problem by setting
some limit on the number of the nodes in a protocol and decom-
posing the resulting network into smaller ones that are easier to
verify. We believe that putting a bound on the number of nodes
shall not affect the efficiency of the verification. Besides, when
the number of nodes is large, the network is naturally divided into
smaller networks with different topologies that communicate with
each other. Thus, verifying those small network by decomposing it
into smaller networks should remain an efficient way for verifying
the large network, while avoiding the problem of state explosion.
We are in the phase of investigating different techniques of network
decomposition (i.e. [3]).

4.2 Scalability
For small protocols, our prototype seems to work fine [10]. One

challenge to face is to deal with large protocols (1000+ lines of
code). Extracting models from such protocols is a problem because
the verifier might never halt due to the huge size of the extracted
model. We believe that more abstraction is required in order to re-
duce the size of the model. For example, annotations on method
calls to encryption/decryption functions may be added similar to
Goubault-Larrecq and Parrennes’s approach [9]. In the current pro-
totype of Slede, we have not explored these abstraction techniques.
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5. EVALUATION
Evaluation of this research project would be done using two cri-

teria. First criterion is the size of the state vector. We need to make
sure that the translation of large protocols will not lead to a state
explosion with large protocols. Second criterion is the ability to
find flaws. In our previous work [10], we ran Slede on small imple-
mentations of protocol with known flaws (i.e. Needham-Schroeder
Public Key protocol) and Slede was able to detect the flaw. The
next phase will be to verify real implementations of such protocols
and check the ability of Slede to detect the flaws. Later, we will run
the model extractor on protocols with no known flaws and check if
SPIN detects new flaws with the least amount of false-negatives (if
any).

6. CONCLUSION
We propose Slede [10], a verification framework that allows ver-

ification of security protocols for sensor networks through auto-
matic model extraction from nesC implementations of the security
protocols. We believe Slede will help in improving the overall qual-
ity of the nesC security protocol implementations. We are working
on ways to reduce the state space of the model, abstract different
TinyOS libraries as well as dealing with the unbounded topology
problem by decomposing the networks into smaller ones that will
yield smaller models.
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