Chapter 15

Model checking Markov chains

We now consider model checking where the underlying model is a Markov chain, rather than a
finite state machine. We will first show how the semantics of CTL change when Markov chains
are used rather than finite state machines. Then, we will discuss some of the popular “stochastic
extensions” to CTL.

15.1 CTL

At first glance, it appears that CTL model checking of Markov chains should be identical to that of
finite state machines: simply ignore the probabilities (or rates), and construct the edge matrix E
by considering the non-zero edges in the Markov chain (and adding self-loops for absorbing states
in a CTMC). Paths are now given by a sequence of state changes in the Markov chain. However,
normally when model checking a Markov chain, we wish to consider only the paths with non-zero
probability!. In other words, the path quantifiers have slightly different meanings when dealing
with Markov chains:

A operator: for all non-zero probability paths
E operator: there exists a non-zero probability path

Note we still have A(p) = —E(—p). Thus, we can still express all the operator pairs in terms of EX,
EU, and EG. Since the E quantifier is stronger for Markov chains than it is for finite state machines,
we must (potentially) adjust the algorithms for computing EX, EU, EG to make sure they do not
incorrectly consider zero—probability paths.

15.1.1 EX for Markov chains

Recall that a path satisfies X p if the second state in the path satisfies p. Since this path occurs in
the Markov chain if and only if there is a non-zero edge between the first two states in the path,
any path satisfying Xp using the finite state machine view of the Markov chain, must have non-
zero probability. Therefore, the set of states satisfying EX for a Markov chain may be constructed
exactly the same as for finite state machines.

IThis is related to the notion of fairness in CTL model checking of finite state machines: a path with non-zero
probability corresponds to a fair path.
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15.1.2 EU for Markov chains

Recall that a path satisfies g U f iff the beginning of the path is a sequence of n states satisfying
g, followed by a state satisfying . Note that the legal values of n are from zero to arbitrarily
large (or to a bound t, for bounded until) but still finite. The probability of this path occurring
is equal to the product over all the transitions, of the probability of that transition. Since each of
the transition probabilities is greater than zero, the probability of this path is greater than zero
(because it has finite length). Therefore, the set of states satisfying Eg U f for a Markov chain may
be constructed exactly the same as for finite state machines.

15.1.3 EG for Markov chains

The situation for a path satisfying G f is more complicated, because this says that there is an infinite
sequence of states satisfying f. In this case, there may be a path satisfying G f in the Markov chain,
but the probability of taking the path could be zero (in the limiting sense). For example, in an
absorbing Markov chain, any path that visits transient states infinitely often occurs with probability
zero. To explain how we can eliminate these paths when determining states satisfying EG T for a
Markov chain, we first will discuss an alternate method for determining the states satisfying EG T
for a finite state machine.

Using strongly—connected components

Since a finite state machine has only finitely—-many states, the only way a property T can hold for
an infinite sequence is if there is a loop of states satisfying f. Based on this observation, another
algorithm to determine the set of states satisfying EG T is as follows.

1. Construct a new finite state machine, equal to the old one, but containing only states satisfying
T, and the arcs between them.

2. Determine the strongly connected components for this graph.
3. For any SCCs with two or more states, all states in the SCC satisfy EGT.
4. An SCC with one state, with a self-loop, satisfies EGF.

5. Any state that can reach a state satisfying EG T also satisfies EGT.

SCCs and non-zero probability

The above algorithm can be modified to work with Markov chains, if we note the following. In a
finite state machine, it is necessary only that it is possible to remain forever in a SCC satisfying
T, for those states to satisfy EGT. In a Markov chain, it is necessary also that the probability of
leaving the SCC is zero; otherwise, if there is a non-zero probability to leave the SCC, the Markov
chain will eventually leave the SCC with probability 1. Thus, for a Markov chain, the set of states
satisfying EGT can be determined using the following properties.

Property 15.1 In a Markov chain, if every state of a recurrent class satisfies T, then every state
in the recurrent class satisfies EGf. Otherwise, none of the states in the recurrent class satisfies
EGT.
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Property 15.2 A transient state satisfies EGT i[]

1. The state satisfies

2. The state can reach another state satisfying EG T in one step.

Example 15.1

For the above, if states a and ¢ satisfy p, then which states satisfy AF(AGp)?

As either a finite state machine or a Markov chain, for the above model we have that
only a = AGp. Thus, we must determine which states satisfy AF({a}). Recall that this
can be rewritten as

AF({a}) = —EG({b,c})
So, first, determine the set of states satisfying EG({b, c}), then complement the set.

As a finite state machine, iterative algorithm:

ho = ({bc}) = [0,1,1]

h; = (states reaching hg) A ({b,c})
= ({cp) = [0,0,1]

h, = (states reaching hy) A ({b,c})
= ({c}) = [0,0,1]

We have converged, and only ¢ = EG({b,c}). Therefore, a and b satisfy AF(AGDp).

As a finite state machine, using SCCs:
First, re-draw the graph only containing the states b, c. (L.e., ignore state a).

1. What are the strongly connected components? In this case, each state is its
own SCC. So the SCCs are the sets {b} and {c}.

2. For each SCC, determine if we can remain forever in the SCC. For {b} we
cannot, but for {c} we can. So, we know ¢ = EG({b, c}).

3. Add states that can reach ¢. There are none except C.
Thus, only ¢ = EG({b,c}), and therefore a and b satisfy AF(AGDp).
As a Markov chain: We need to consider infinte paths with non-zero probability.

1. Determine the recurrent classes and transient states. In this case, state a is
absorbing, and the rest are transient.

2. For each recurrent class, determine if all states satisfy {b,c}. Clearly, a does
not satisfy this property.

3. Add transient states satisfying {b, c} that can reach a recurrent class satisfying
the property. In this case, there is none.

So, we have that no states satisfy EG({b,c}), and thus all states satisfy AF(AGDp).
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15.2 PCTL

Probabilistic CTL, or PCTL, is an extension of CTL for use on discrete time Markov chains, that
uses a different form of path quantification. Instead of using the path quantifiers A and E, PCTL
allows the specification of probability bounds on paths: 2

P..p operator: P,y (@) says that the probability of all (possible, with non-zero probability) paths
satisfying @ is [Lfl, where [[Ik one of >, >, <, <.

Using the operators A and E adjusted for Markov chains, we have
L. A(9) = P>1(9)

2. E(@) =P>0(9)
where @ is a path formula. Also, note that P>,(¢) = —P.,(@) and P>,(¢) = P<1_,(—0)

As in CTL, PCTL allows nesting of P, X, F, G, U but only in the pairs PX, PF, PG, PU. However,
we can express F and G in terms of U:

Pop(FF) = Pygp(true UT)

== Pﬁpql_p(F _‘f)
= —Pya_p(true U —F)
Therefore, for PCTL model checking, we need algorithms for PX, PU, and PUS! (for bounded

until).

15.2.1 PX

I &= Pu(XF) if and only if, starting in state i, the probability of reaching a state satisfying f in
one step is [[I. Thus, we have:

i = Pu(Xf) < (Z P[i,j]) IV,
ViEf

If f is a vector representing the set of states satisfying f (i.e., f[i] = 1 iff i &= F), then first we
compute the vector x, where x[i] equals the probability of paths reaching f in one step:

x[if = Y P[i,j]-f[i]
vj
= P[}i,S]-f
x = P-f
Then, we obtain the vector h satisfying P, (X f) by comparing elements of x with v:

hii] =1 iff x[i] [

2Do not confuse this with the Past operator, i.e., the time reversed F.
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Example 15.2

For the Land of Oz DTMC:

1. Which states satisfy P~3/4(X—=N)?

f = [1,0,1]
x = P-f
172 1/4 1/4 1 3/4
= /2 0 1/2|-10 = 1
174 1/4 1/2 1 3/4
h = [0,1,0]

2. Which states satisfy P<3/4(X—N)? Vectors f and x are the same, so we have
h =1[1,0,1]

3. Which states satisfy Pq/4(XN)?

f = [0,1,0]
x = P-f
1/2 1/4 1/4 0 1/4
= /72 0 1/2 |-| 1 = 0
/4 1/4 1/2 0 1/4
h = [0,1,0]

15.2.2 PU=

Recall, a path satisfies g US! F if a state satisfying F is reached in t or fewer steps, and before then,
all states satisfy g. To determine if this happens or not in a Markov chain, we analyze a modified
Markov chain.

1. The states satisfying ¥ are made absorbing.

2. The states satisfying g but not satisfying f are left unchanged.
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3. The set of states not satisfying g and not satisfying f are made absorbing (since, once these
states are reached, the probability that the path satisfies the formula is zero).

In this new Markov chain, we must determine the probability that, starting in state i, we reach an

absorbing state satisfying f in t or fewer steps. If this probability is [[H, then i = Py, (g US! ).
Therefore, we want to measure

x¢[i] = Pr {X(t) = f|X(0) =i}
for all states i. We can rewrite this as

x[i] = ) Pr{X(t) = j | X(0) = i} - f[j]
vj

where vector f is given by

£li] — {1 ifij=f

0 otherwise

But the above equation can be written as
x, =Pl f
As for transient analysis of DTMCs, we can rewrite the above equation as a recurrence, with
x, = P-x,_1

where xg = f is the base case.

Once we have obtained vector x;, we obtain the vector h satisfying Py, (g US! f) by comparing
elements of x; with v.

Example 15.3
For the Land of Oz DTMC, which states satisfy P>1/5(—S USSN)?

First, make all states satisfying “N” absorbing, and make all states satisfying —(=S) A
=N absorbing. This gives us the following DTMC:

1/ 1/4

1 1/2 1/4 1/4
1/4 P= 0 1 0
0 0 1
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Now we have (using state order {R, N, S})

xop = [0,0,1]
x1 = P-xg
= [1/4,0,1 ]
x; = P-x
[1/2-1/44+1/4-1,0,1] = [3/8,0,1]
x3 = P-xo
[1/2-3/84+1/4-1,0,1] = [7/16,0,1]

Examination of x3 and comparison with 1/2 gives us

h = [0,0,1]

15.2.3 PU

The unbounded until is equal to the limit, as t — oo, of the bounded until. So, to determine the
states that satisfy Py, (g US!F), we modify the Markov chain just like for the bounded until:

1. The states satisfying f are made absorbing.
2. The states satisfying g but not satisfying f are unchanged.
3. The states not satisfying g and not satisfying ¥ are made absorbing.
In this new absorbing DTMC, we want to measure
Xoo|l] = tliglo Pl.f

for all states i. By examining the structure of P*° for absorbing DTMCs, we find that the absorbing
part is

Xoo[A] = f[A]

while the transient part is
X[ Z] = N - P[Z, A] - f[A]

which can be rewritten as

Xoo| Z] N-P[Z, Al - f[A]
N 1.x 2] = N1.N.P[Z 4] f[A]
(I-P[Z,2]) x0[2] = P[Z, A f[A]
(P[Z,2] —1)-xo0[2] = —P[Z,A-f[A]

and so X [Z] can be determined by solving a linear system of equations.

We obtain the vector h satisfying Py, (g U ) by examining x, in exactly the same way as for
bounded until.
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Example 15.4
For the Land of Oz DTMC, which states satisfy P>1/2(=SUN)?

We obtain the same absorbing DTMC as the previous example. Now, determine vector

X0 Z]:
(P[Z,2] - 1) - xx[Z2] = —P[Z,A] - f[A]
([172] = [1]) - x[2] = —[1/4]
xo[Z] = [1/2]
We therefore have
Xoo = [ 1/2,0,1 ]

and so the following set of states satisfy the property:

h=[101]

15.3 CSL

Continuous stochastic logic, or CSL, is an extension of PCTL for use on continuous time Markov
chains. Like PCTL, CSL uses the P.y, operator to quantify paths. However, CSL allows the
distinction between time in the CTMC and state transitions. In particular, execution paths now
include the time between state changes, and path operators can be bounded based on time.

Example 15.5

Consider the following simple system of two communicating machines. Each machine
is either computing, waiting to send, or transmitting to the other machine. A locking
mechanism is used to prevent both machines from transmitting simultaneously. Sim-
ilarly, once one machine begins transmitting, the other machine receives the message
without changing states. Otherwise, the machines may independently change state
from computing to waiting, from waiting to transmitting, and from transmitting to
computing. This can be modeled as the following CTMC:

J2
S @
A

’/ J2

1241
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In the CTMC, A; is the rate at which machine i changes from computing to waiting, [,
is the rate at which machine i changes from waiting to transmitting, and y; is the rate
at which machine i changes from transmitting to computing.

For the above CTMC, one possible (timed) execution path is
t1 to t3 tq ts te t7
CC—CW — WW — WX — WC — WW — XW — .- -

where t; is a sample drawn from Expo(Az), tz is a sample drawn from Expo(Az), ete.
The meaning of the above path is that the CTMC is in state cCc during the time interval
[0,t1), state cw during the time interval [t1,t; + t2), ete.

CSL has the following operators.

Boolean operators —, V, A
Given state formulas  and g, —=f, f vV g, and f A g are also state formulas with exactly the
same meaning as CTL and PCTL.

P., operator:
Given a path formula @, Py, (@) is a state formula, with exactly the same meaning as PCTL,
namely, a state i satisfies Py,(@) iff the probability that all (non-zero probability) paths
starting from state i satisfying ¢ is [Lf.

Swp operator: (steady state)
Given a state formula f, S, (F) is also state formula, where a state i satisfies Sy, (F) iff the
steady—state probability of f holding, given that the CTMC starts in state i, is [Lf.

X? operator: (time bounded neXt)

Given a state formula f, XZ f is a path formula. The path Sg N S1--- satisfies XZ F iff
s; |= f and t € Z. Informally, X f holds if the CTMC satisfies  after one state change, and
the time of the state change is within the interval 7.

X operator:
X f has the same meaning as X[®°) f_ which is exactly the same as X f in PCTL.

UZ operator: (time bounded Until)

Given state formulas g and f, gUZ f is a path formula. A path Sg I S1 2, S, - - - satisfies
g UZ f iff there exists an n such that s, = f, s; =g for all 0 < i <n, and the time to reach
S, is within Z, ie., YL t, =te 7.

U operator:
g U f has the same meaning as g U[%%) f which is exactly the same as gU f in PCTL.

FZ operator:
FZf =true UZ f

F operator:
Ff=trueUf
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G’ operator:
GI f = —|FI —|f

G operator:
Gf=-F~f

Thus, to do CSL model checking, we need algorithms for S, PX%, PUZ.

15.3.1 S

To determine if a state S satisfies Sy, F, we must determine the steady-state probability of states
satisfying f, given that the CTMC is initially in state S. This can be done using the following
algorithm.

1. Determine the transient states and recurrent classes of the CTMC.

2. For each recurrent class C, compute the steady—state probability of satisfying f, as the sum

Pri{fic}= Y el

ViieCi=f

where 7¢ is the steady—state probability distribution for recurrent class C. Since this distri-
bution is independent of the initial distribution within C, either every state in C will satisfy
Spaw T, or none will, based on whether

Pr {f|C} W

3. For each transient state S, we must determine the probability of reaching each recurrent class
C with Pr{f|C} > 0, call this Pr{C|s}. Then,

S = S f & (ZPr{C\s}-Pr{f\C}) v
vC

Example 15.6

For the “two communicating machines” CTMC, assume we have Ay = 1.0, Ay = 0.9,
M1 = 3.0, M2 = 3.5, Y1 = 5.0, Y2 = 6.0. Which states satisfy S~¢.1(Machine 1 is transmitting)?
What about S 1(Machine 2 is transmitting)?

This CTMC is irreducible, with a steady—state distribution of

cC Ccw CcX wcC ww WX XC Xw
7 ~ [ 04700 0.1209 0.0705 0.1567 0.0403 0.0235 0.0940 0.0242 |

We have
Pr {Machine 1 transmitting} = w[xc] + m[xw] ~ 0.1182

which is greater than 0.1, therefore all states satisfy Ssq.1(Machine 1 is transmitting).
Similarly, we have

Pr {Machine 2 transmitting} = m[cx] 4+ w[wx] ~ 0.0940

which is less than 0.1, therefore no states satisfy Sso.1(Machine 2 is transmitting).
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15.3.2 PX?

To determine if a state s satisfies Py, (X2 F), we first determine the probability that, from state s
we change states to one satisfying T within the interval Z, then check if the probability is [[. For
state s, this probability is equal to

Pr {Leave state s within interval Z} - Pr {When we leave state S, we go to one satisfying f}

Since the time spent in state S is EXpo(—Qss), the probability of leaving state S within an interval
(a,b) or [a,b] is

F (b) _ F (a) — (1 _ eqss'b) _ (1 _ e‘]ss'a) — ers'a _ e‘]ss'b
and we have the probability of going from state S to one satisfying F is
> -
viEp s
Therefore, we have
S = Pow (X[“’b]f) & (eqSS‘“ —~ eqSS'b) : ( 3 Hsj ) imiY
S —ss
ViFEf
with the special case
SEPw (Xf) & skEP, (X09f) o (1-0)- (Z q—ﬂ) Imi

vy s

Example 15.7

For the “two communicating machines” CTMC, with the same rates as before (A1 = 1.0,
A2 = 0.9, 41 = 3.0, g2 = 3.5, y1 = 5.0, y2 = 6.0), which states satisfy
P.1/2(XMachine 1 is transmitting)?

Note that only states wc and ww have transitions to a state in which “machine 1 is
transmitting”. For state wc, we have

j M1 3.0

Qs
ViEf —0ss M1 + )\2 3.9
and for state ww, we have
S du o M 5 e

ViEf —0Oss M1+ H2 6.5

while for all other states, this sum is zero. Therefore, all states except wcC satisfy
P.1/2(XMachine 1 is transmitting).
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Example 15.8
What about P4 /Z(X[O'4’°°) Machine 1 is transmitting)?

For state wc, we have

(eq.ss'a _ eqSS.b) V%::f% _ (e_(m+,\2).o.4 _ 0) ﬁ _ (e—1.56) % ~ 0.16164
and for state ww, we have
(eqss-a _ eq.ss'b) Z % _ (e—(u1+u2)~0-4 _ 0) ﬁ — (e_2'6) % ~ 0.03428

ViEf

while for all other states, this sum is zero. Since all of these values are less than one
half, all states satisfy P_q /Z(X[O'4’°°) Machine 1 is transmitting).

15.3.3 PU?

The time bounded until operation can be handled similar to the bounded until in PCTL. However,
based on the type of interval Z, there are different algorithms.

Intervals [0, t]

As with the bounded until in PCTL, to determine if a state i satisfies Py, (g UI%! F), we make states
satisfying f absorbing, and states that do not satisfy ¥ and do not satisfy g absorbing; then, on
the modified CTMC, we compute the vector x;, where x;[i] = Pr{X(t) = | X(0) = i}, as follows.
Choose g and obtain a uniformized DTMC, X'(t). From transient analysis, using Y, ~ Poisson(qt),
we have

x[i] = Pri{X(t) FfIX(0)=1i}
= > Pr{X(t)=j|X(0) =i} - £[j]
vj

= i Pr{Y,; =n}- ZPr{X'(n) =j|X'(0) = i} f[j]
n=0 Vg

Y P (Y = n} X
n=0

where the vector x/, can be determined using the iteration for PCTL bounded until, with xj = f,
and using P = Q/q + I. Finally, i satisfies the property iff x;[i] .
Example 15.9

For the “two communicating machines” CTMC, with the same rates as before, which
states satisfy P-1/3(M2 not transmitting ul0:041 M1 transmitting)?
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cc cw 2
A1 A1

) )
M1 M1

) )

Since “M2 transmitting” corresponds to states cX and wx, and “M1 transmitting” cor-
responds to states XC and Xw, we obtain the above absorbing CTMC. For this absorbing
CTMC, the vector xp4 can be obtained as

cc cwW CcX Wwc WW WX XC XW
x04 ~ [ 0.1344 0.0646 0.0 0.6700 0.4273 0.0 1.0 1.0 |

Comparing these elements with 1/3, we see that the states wc, ww, Xc, and xw satisfy
P>1/3(M2 not transmitting U4 M1 transmitting).

Interval [0, 00)

This is equivalent to an interval [0, t], taking the limit as t goes to infinity. For lim;_, ., x¢, we simply
observe that we can compute X [i] = Pr{X’(c0) = f|X’(0) = i} where X’ is a uniformized DTMC
obtained from our CTMC. Thus, from the PCTL equation for unbounded until, we have

(P[Z, 2] —1]) - xc[Z] = —P[Z, A]-f[A]
(Q[Z, 2/ +1-1) - x[2] = -Q[Z, Al/q-f[A]
Q[Z, 2] - x[2] = —Q[Z, A]-f[A]

Example 15.10

For the “two communicating machines” CTMC, which states satisfy
P>1/2(M2 not transmitting U M1 transmitting)?

We have the same absorbing CTMC as before, but now must determine x,. For state
order CC, CW, WC, Ww, we obtain

Q[Z, 2] - x[2] = —-Q[2, A]-f[A]
-19 09 1.0 0 cc 0
0 —45 0 10 | |ow | _ 0
0 0 -39 09 we |~ | 3.0
0o 0 0 -65 ww ~3.0

cc ~ 0.509497
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0.102564
wc 0.875739
ww =~ 0.461538

cw

Q

&Q

The complete vector X, is therefore

cc cw CcXx Wwc WW WX XC XW
Xo4 ~ [ 0.5095 0.1026 0.0 0.8757 0.4615 0.0 1.0 1.0 |

Now, we compare the above probabilities to 1/2, and we see that the states {cc, wc, xc, xw }
satisfy P~1/2(M2 not transmitting U M1 transmitting).

Intervals [t, t]

To determine if a state i satisfies Ps, (g U F), we need to allow for the possibility that the CTMC
reaches a state satisfying F, and leaves it, before time t. However, it is still possible to satisfy
the formula, as long as the CTMC remains in states satisfying g and re-enters a state satisfying f
before time t. As such, in this case, we make the states not satisfying g absorbing, and determine
if

Pr{X(t) | X(0) =i} [

for all states i. Note, this is the same probability vector x; as for intervals [0, t], except we use a
different absorbing CTMC.

Example 15.11

For the “two communicating machines” CTMC, which states satisfy
P>1/5(M2 not transmitting UI0-4041 M1 transmitting)?

Making the “M2 transmitting” states absorbing, we obtain the above CTMC. For this
CTMC, we obtain the vector

cc cwW  CX wc ww o WX XC XW
x04 ~ [ 0.0703 0.0293 0.0 0.2441 0.1275 0.0 0.1744 0.1553 |

Comparing the above probabilities to 1/5, we see that only state wWC satisfies
P>1/5(M2 not transmitting UO-4041 M1 transmitting).
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Generic intervals [t, t']

To determine if a state i satisfies Puo, (g ULYTF), we need to allow for the possibility that the CTMC
reaches a state satisfying F, leaves it, and re-enters it, before time t. Then, we want to know if a
state satisfying f is reached at any time within [t,t']. As such, we combine the approaches of the
point interval [t, t] and the interval [0,t" — t]. Let X’() be the CTMC modified so that states not
satisfying g are made absorbing, and let X”() be the CTMC modified so that states satisfying f
are made absorbing, and states not satisfying ¥ and not satisfying g are made absorbing. Then,
we want to compute the vector x, with

x[i] = > Pr{X(t)=j|X(0) =i} Pr{X"(t' — 1) |z £| X"(0) = j}
Vi

= Y Pr{X'()=|X'(0) =i} -x}_,]i]
Vi

where x},_, is computed exactly as for time bounded until for the interval [0, t' —t]. But the vector
x can be computed just as we compute x; for time bounded until with the interval [t, t], except we
use Xg = X},_, rather than the usual xo = f.
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